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Abstract

Infrastructure as Code (IaC) has emerged as a cornerstone of modern DevOps practices, enabling automated, repeatable, and
scalable management of cloud and software infrastructure. However, the growing complexity of IaC scripts introduces quality
issues, including defects, smells, and anti-patterns that can compromise system reliability, maintainability, and performance. To
address these challenges, researchers have proposed various support mechanisms, such as linters or other static analysis tools,
to assist DevOps engineers in producing higher-quality IaC scripts. However, existing knowledge remains fragmented across
technologies, quality issues, and developed support approaches.

This Systematic Literature Review synthesizes the state of the art by investigating the characteristics of quality issues, and the
methods developed to mitigate them. Our findings reveal the community’s focus on security and operational issues, dominance
of technology-specific studies, and a predominance of static analysis, with techniques that are mostly rule- and graph-based. We
consolidate these insights in a feature model-based taxonomy and identify major gaps, including limited attention to performance,
dynamic, and run-time behavior of infrastructure. These results imply a need for a holistic, technology-agnostic, and lifecycle-aware

IaC quality assurance methods that reflect the complexity of modern cloud infrastructures.
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1. Introduction

DevOps has emerged as a practice to unite development and
operations teams for improved Software Delivery and Oper-
ational (SDO) performance Forsgren et al. (2019). Achiev-
ing such performance improvements requires the automation of
tasks traditionally performed manually across the software life-
cycle. Automating the management of infrastructure resources
is a key step of the automation process. In this paper, we adopt a
broad view of infrastructure as encompassing not only comput-
ing (e.g., virtual machines, containers, servers), storage (e.g.,
databases, file systems), and networking resources (e.g., user
profiles, IP addresses) Morris (2020), but also the software,
platforms, and hardware that deliver or deploy applications to
production Wang (2022).

Infrastructure as Code (IaC) has emerged as the de facto
approach for automating infrastructure management by en-
abling the definition, provisioning, and configuration of de-
ployment environments through machine-readable source code
Humble and Farley (2010). Like traditional software code, IaC
scripts can become large, evolve frequently, and involve con-
tributions from multiple developers Jiang and Adams (2015).
Consequently, similarly to software code, they are prone to
quality issues such as defects, bugs, smells, and anti-patterns
that can compromise system reliability, security, and perfor-
mance Begoug et al. (2023); Chiari et al. (2022); Hasan et al.
(2020); Jiang and Adams (2015); Rahman et al. (2019b).

Recent outages at major cloud providers underscore the se-
vere consequences of infrastructure issues. For instance, Ama-
zon Web Services (AWS) suffered a significant failure due to a
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DNS failure resolution impacting millions of users, and com-
panies across more than 60 countries.! After this incident, Mi-
crosoft Azure had an outage linked to a configuration error in
Azure Front Door impacting critical services like Microsoft 365
and authentication systems.? More recently, a major Cloudflare
incident was caused by a configuration file, automatically gen-
erated by an internal system, that exceeded its size limit and
triggered a cascading failure across their global network, af-
fecting access to widely used applications and websites across
the web.? These recent incidents highlight how even leading
cloud and infrastructure providers remain vulnerable to internal
defects and configuration failures that can cascade into large-
scale service disruptions.

Recognizing these risks in misconfigured or defective infras-
tructure definitions, researchers have proposed a variety of ap-
proaches to support IaC quality assurance. Prior work spans
detection of code smells, development anti-patterns, and secu-
rity and maintenance defects across different IaC tools. For
example, frameworks such as GLITCH enable polyglot smell
detection across different IaC technologies, while other stud-
ies systematically identify security smells or development anti-
patterns across repositories Saavedra and Ferreira (2023); Rah-
man et al. (2021b, 2020b). However, despite the diversity of
these contributions, the literature remains fragmented across the
IaC technologies, the types of quality issues, and the detection
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approaches.

The organizational reality of DevOps practice further ampli-
fies this fragmentation. Lépez-Ferndndez et al. (2022) highlight
that modern DevOps adoption forces organizations to merge
isolated roles, such as development, operations, security, and
quality assurance, into complex cross-functional product and
platform teams. Because these practitioners bring differing
functional perspectives and rely on diverse toolchains, they of-
ten lack a unified vocabulary.

In such environments, both researchers seeking to position
new work, or identify existing gaps, and practitioners building
multi-layered IaC (e.g., Terraform for provisioning and Kuber-
netes for orchestration) QA strategies must synthesize findings
scattered across technology-specific studies, reconcile incom-
patible quality terminologies, and navigate technique classifi-
cations with no consolidated view of what has been studied,
what works, and what remains unaddressed.

To address this gap, we conduct a technology-agnostic Sys-
tematic Literature Review (SLR) that treats IaC as a unified dis-
cipline rather than a collection of individual tools. While our fo-
cus on foundational terminology involves a deliberate trade-off,
potentially missing studies that use only technology-specific
language, it offers a consolidated evidence base, for both re-
searchers and practitioners, of IaC quality assurance landscape
by examining the following research questions:

e RQ1: What quality issues have been investigated in IaC
research, and what are their characteristics?

e RQ2: What support approaches have been proposed in the
literature, and what are their properties?

By answering these questions, this review makes four key con-
tributions: (i) A categorization of IaC quality issues and their
characteristics, (ii) A categorization synthesizing existing ap-
proaches to improve IaC quality, (iii) A taxonomy of IaC qual-
ity assurance approaches, and (iv) An identification of open
challenges and future research directions for IaC quality as-
surance. Through these contributions, this review serves both
audiences. For researchers, it provides a structured map for
navigating the research space (Section 6.1). For practitioners, it
can offer a lens for auditing existing QA toolchains against the
quality dimensions derived from the scientific literature (Sec-
tion 6.2). In doing so, the review brings together the scientific
community and practitioners, and opens the door to improve
underaddressed areas of IaC quality assurance.

2. Background

This section provides the background needed for the rest of
the review. First the definition and scope we adopt for Infras-
tructure as Code, then the quality issues that affect [aC scripts.

2.1. Infrastructure as Code (1aC)

IaC has emerged as a central practice within DevOps for au-
tomating infrastructure management. By expressing infrastruc-
ture resources in machine-readable source code, IaC enables the

repeatable, consistent, and scalable provisioning and configura-
tion of deployment environments Wang (2022).

Despite its widespread adoption, the scientific community
has not yet converged on a unified definition of IaC. Some
authors adopt a narrow perspective, for example, for Drosos
et al. (2024) IaC refers to configuration management systems,
thereby excluding provisioning tools. Whereas, Eng et al.
(2024) classify Docker and Docker Compose as part of the IaC
ecosystem, thereby extending the concept to containerization
technologies.

In an effort to structure this landscape, Wang (2022) further
proposed a three-part categorization of IaC tools:

¢ Infrastructure provisioning: automates the alloca-
tion and management of infrastructure resources, typically
through tools like Terraform and AWS CloudFormation.*

e Configuration management: automates the specifica-
tion of infrastructure configurations; tools such as Ansible
and Puppet encode desired system states to minimize er-
rors and improve reproducibility.

o Image building: automates the creation of standardized
machine and container images; tools like Packer 5 create
machine images, while Docker 6 enables containerization
for application portability.

While this categorization captures much of the IaC ecosystem,
it does not explicitly account for orchestration technologies,
which are increasingly central to modern cloud-native systems
(e.g., Kubernetes, Docker Swarm). Container orchestration
platforms are systems designed to manage the deployment of
containerized applications in large-scale clusters, they facilitate
the execution and monitoring of these applications by transpar-
ently managing tasks and data deployed on a set of distributed
resources Rodriguez and Buyya (2019). In the context of mod-
ern DevOps and cloud-native practices, the boundary between
infrastructure provisioning and application runtime orchestra-
tion has become increasingly blurred. Orchestrators do not
merely schedule workloads; they abstract and manage under-
lying resources, such as networking (services, ingress), stor-
age (persistent volumes), and compute constraints, essentially
defining the infrastructure from the application’s perspective.
Through this nature, orchestration acts as an extension of IaC,
utilizing the same core principles of declarative configuration
and automated reconciliation to manage the platform’s state.
Consequently, we adopt a broad definition of TaC that encom-
passes orchestration specification languages, as they effectively
treat the entire runtime environment as code. Then, to ensure
comprehensive coverage of current practice, we extend the cat-
egorization of Wang (2022) by explicitly including orchestra-
tion as a fourth category. Accordingly, in the remainder of this
article, we classify IaC tools into four categories: infrastructure
provisioning, configuration management, image building, and
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orchestration. Throughout this article, we use the term prac-
titioner to refer to end-users of IaC tools, including DevOps
engineers and infrastructure developers.

2.2. Quality issues

Like traditional source code, IaC scripts are susceptible to
various quality issues, including defects, smells, and anti-
patterns Reis et al. (2023); Rahman et al. (2020a); Drosos et al.
(2024); Laplante (2007); Brown et al. (1998), which can im-
pact critical quality attributes such as security, reliability, and
maintainability Rahman and Sharma (2022). These issues can
be differentiated based on their nature, defects are concrete im-
perfections or unintended behaviors requiring immediate cor-
rection def (2010), while code smells are structural or design
weaknesses that may hinder maintainability or extensibility,
flagging potential areas for concern rather than immediate er-
rors Reddy Konala et al. (2023). In contrast, anti-patterns
represent recurring poor practices that lead to negative out-
comes and should be actively avoided Brown et al. (1998); Rah-
man et al. (2020b). Empirical studies confirm the prevalence
of these problems in the IaC domain, revealing common de-
fects like misconfigured data or idempotency violations Rah-
man et al. (2020a), and the existence of code smells, like Ter-
raform sustainability-related ones Kosbar and Hamdaqa (2025).
Additionally, even experts have low expert consensus on [aC
smells, suggesting subjectivity and context dependence Ma-
soumzadeh et al. (2025). Collectively, these findings support
giving a broader definition of IaC quality issues as a combina-
tion of these elements, encompassing both erroneous behaviors
and structural weaknesses that degrade overall system’s qual-

1ty.

3. Related work

Research on IaC quality has emerged along several direc-
tions, ranging from practitioner-oriented studies to technology-
oriented investigations and systematic reviews. Table 1 sum-
marizes key related works by their IaC focus, methodology,
IaC layer focused on, quality issue(s) discussed, and nature of
support approaches discussed. This section contextualizes our
work within these strands and highlights how our study differs
in scope and objectives.

3.1. Practitioner’s perception of IaC challenges

A number of studies have examined the challenges practi-
tioners face in adopting and using IaC. Kumara et al. (2021)
extracted community-recommended best practices and pitfalls
from blogs and online sources, offering insight into practitioner-
driven quality guidelines. Guerriero et al. (2019) surveyed prac-
titioners, showing that while IaC is widely adopted, debugging,
testing, and learning curves remain major challenges. Begoug
et al. (2023) mined Stack Overflow, identifying seven recur-
ring themes of practitioner difficulties, including deployment
pipelines, server configuration, and file management. Hasan

et al. (2020) studied online artifacts about testing [aC, and iden-
tified six testing practices, namely, the use of automation, sand-
box testing, remote testing, testing every IaC change, behavior-
focused test coverage, and avoiding coding anti-patterns. How-
ever, they concluded that testing remains underdeveloped, be-
cause of reasons like, lack of known IaC testing practices, dif-
ferences in environment testing compared to General Program-
ming Languages (GPL), and potential unnecessary costs since
testing instances must be destroyed after use. Reis et al. (2022)
highlighted developer struggles with correctness, maintainabil-
ity, and reuse of images, noting a reliance on trial-and-error ap-
proaches. Together, these studies reveal that practitioners face
systematic quality issues across IaC layers, justifying the need
for more comprehensive assurance approaches.

3.2. Technology oriented studies of laC quality

Having explored the existing research on practitioners’ per-
ceptions of IaC challenges, in this section we examine related
work driven by specific technological choices. For instance,
Rahman and Sharma (2022) summarized research on key qual-
ity issues for Puppet scripts, primarily focusing on security and
maintainability, to offer actionable recommendations. Schwarz
et al. (2018) investigated the applicability of existing Puppet
and software engineering smells to Chef. As a result they
suggested a catalogue of 17 Chef smells, but it lacks gener-
alizability evaluation against other IaC platforms. Similarly,
Drosos et al. (2024), developed a bug taxonomy by analyz-
ing 360 configuration-based IaC system (Ansible, Puppet, and
Chef) bugs and investigated the symptoms, causes, reproduc-
tion requirements, and fixes. Pahl et al. (2025) took a broader
approach by reviewing IaC technologies through a DevOps-
specific framework and discussing research challenges, includ-
ing defect categories and quality issues in IaC scripts. Finally,
Diarra et al. (2024) addressed Kubernetes, evaluating 16 mani-
fest verification tools and introducing a set of 13 criteria to help
practitioners select appropriate tooling.

3.3. Systematization of laC research

Early mapping studies, such as Rahman et al. (2019a), pro-
vided a high-level categorization of IaC research topics, like
frameworks, adoption, and testing, but did not deeply inves-
tigate the quality aspect. Similarly, systematic reviews by
Warster et al. (2020) and Ozdogan et al. (2023) focused pri-
marily on the structural comparison, deployment features, and
architectural classification of the IaC technologies themselves
(e.g., declarative vs. procedural), rather than the quality of the
scripts they produce.

To position our work against the closely related QA surveys,
we compare them along six dimensions, as presented in Table
2, and which we introduce at a high level; for the more in depth
understanding you can refer to the sections indicated.

e IaC Layer Coverage: which layers of the infrastruc-
ture stack the study addresses: provisioning, configura-
tion management, orchestration, or image building (Sec-
tion 5.1.3).



Quality Issue Categorization: whether the study classi-
fies the quality issues it studies into a structured set of cat-
egories (Section 5.1.1).

e Technique Categorization: whether the study classifies
the techniques it studies into a structured set of categories
(Section 5.2.2).

e Support Context: whether the study characterizes when
and at what scope support is applied, i.e., the life-cycle
phase (Section 5.1.5) and the analysis granularity (Section
5.2.5).

e Technology Dependency: whether the study reports how
far its issues and solutions are tied to a specific IaC tech-
nology versus being technology-agnostic (Section 5.1.2).

e Empirical Validation: whether the study reports tool sup-
port, evaluation context, and replication artifacts for the
approaches it covers (Section 5.2.1).

The studies most closely related to our work are the survey
by Chiari et al. (2022) and the Systematization of Knowledge
(SoK) by Reddy Konala et al. (2023). Both provide valuable
catalogs of detection techniques and tools; however, they ex-
plicitly restrict their scope to static analysis, thereby overlook-
ing dynamic and hybrid approaches that are essential for cap-
turing run-time and environment-dependent behaviors of infras-
tructure. In addition, their coverage of the IaC ecosystem re-
mains partial. While Chiari et al. (2022) primarily focuses on
configuration management and provisioning, and Reddy Kon-
ala et al. (2023) extends this to image building, both omit
orchestration, which is increasingly central in modern cloud-
native systems. Furthermore, existing QA surveys lack analysis
of support context by missing life-cycle phase at which issues
arise and the granularity at which detection is performed. Al-
though Chiari et al. (2022) partially address this by distinguish-
ing between design and implementation smells, neither study
systematically classifies QA methodologies across the full sup-
port context. Finally, Reddy Konala et al. (2023) evaluated the
empirical validation of the QA solutions based on their matu-
rity, and DevOps integration, whereas Chiari et al. (2022) par-
tially addressed this by reporting the evaluation scores of the
studied tools.

To address these limitations, our SLR introduces a holis-
tic and multi-dimensional synthesis of the TaC QA landscape.
As shown in Table 2, we systematically cover all major IaC
layers, provisioning, configuration management, orchestration,
and image building, and extend the methodological scope be-
yond static analysis to include dynamic and hybrid techniques,
enabling the study of both static and run-time quality issues.
Moreover, we explicitly analyze the support context of QA
approaches through multiple dimensions, including life-cycle
phase, technology dependency, and analysis granularity. We
also provide an assessment of empirical validation by examin-
ing tool support, evaluation context, and replication artifacts.

Finally, we consolidate these dimensions into a feature-
model-based taxonomy, offering a structured framework to rea-

son about QA coverage (Section 6), identify blind spots, and
highlight future research opportunities (Section 7).

4. Methodology

We conduct this study as a Systematic Literature Review
(SLR), following established guidelines by Kitchenham et al.
(2007) and Petersen et al. (2015). The goal is to ensure trans-
parency, and replicability in synthesizing the body of knowl-
edge on quality issues and support approaches for IaC develop-
ment.

4.1. Search strategy

The search strategy for this review was designed in three
steps. We first construct a quasi-gold set of known-relevant
studies, then describe the design of the query itself, and finally
validate the query against the quasi-gold set to assess its recall
and compare it against alternative formulations

4.1.1. Quasi-gold set construction

Following the guidance of Zhang et al. (2011) on validat-
ing literature-review searches, we constructed a quasi-gold set
(QGS) of known-relevant IaC QA studies through a structured,
three-step procedure:

e Venue and time-span identification: We defined the
frame of the manual search as 5 journals and 17 inter-
national conferences in which IaC quality is susceptible
to appear, over the period from 2015 to 2025, identified
from the publication venues of well-known contributors,
complemented by venues from the authors’ domain exper-
tise. Among the 22 venues, only 4 of the journals (Q1-
ranked journals (SCImago’)), and 8 of the conferences
(A/A*-ranked conferences CORE2026%) had papers about
IaC quality. The complete venue list, together with the
rationale for each venue, is documented in the replication
package (El Hayani et al., 2026).

e Manual search: For each selected venue, we screened all
publications appearing in the defined period, applying the
same inclusion and exclusion criteria as the main screen-
ing process (Section 4.2.3). The manual search retained
50 primary studies in total. Per-venue screening records
are provided in the replication package.

e Supplementary studies: We complemented the manual
search with studies cited as foundational by the closest
prior reviews (Chiari et al. (2022), Reddy Konala et al.
(2023)) that were published at venues outside the selected
set. Three such studies were added, each explicitly docu-
mented as a supplement.

"https://www.scimagojr.com/
8nttps://portal.core.edu.au/conf-ranks/



Table 1: Summary of Related Work on Infrastructure as Code (IaC). IaC layer refers to image building (IB), provisioning (Pr), configuration management (CM),
and orchestration (Or). The support refers to the overall kind of analysis: static (S), dynamic (D) or hybrid (H).

Study | 1aC Focus | Methodology | TaClayer | Quality issue | Support
Practitioners’ Perception
Kumara et al. (2021) ‘ Ansible, Puppet, Chef ‘ Blog and online artifact mining ‘ CM ‘ Good/Bad practices ‘ -
Guerriero et al. (2019) ‘ General IaC ‘ Semi-structured interviews ‘ All ‘ Good/Bad practices ‘ S.D
Begoug et al. (2023) ‘ General IaC ‘ Stack Overflow mining ‘ CM, Pr ‘ Real-world practitioner challenges ‘ -
Hasan et al. (2020) ‘ Ansible, Puppet, Chef, Terraform ‘ Online artifact analysis ‘ CM, Pr ‘ Testing practices ‘ S,D
Reis et al. (2022) ‘ Docker, Docker-compose ‘ Online survey ‘ 1B, Or ‘ Developer’s challenges ‘ -
Technology-Oriented Studies
Rahman and Sharma (2022) Puppet Literature review CM COd? smells/anti-patterns, configuration drift, S,D
and idempotence/dependency faults
Schwarz et al. (2018) ‘ Chef ‘ Empirical evaluation of code smells ‘ CM ‘ A catalog of 17 Chef-specific code smells ‘ N
Drosos et al. (2024) | Ansible, Chef, Puppet | Qualitative bug analysis (360 bugs) | CM | Common bug symptoms, and root causes | S.D
Pahl et al. (2025) General TaC Technology review oM, py | Defect categories, code smells, anti-patterns, S,D
configuration drift, and architecture conformance
Diarra et al. (2024) ‘ Kubernetes ‘ Evaluation of 16 manifest verification tools ‘ Or ‘ Characterized errors in Kubernetes manifests ‘ S
Systematization of IaC Research
Rahman et al. (2019a) ‘ General IaC ‘ Systematic mapping study ‘ CM, Pr, Or ‘ Defects, Code smells, and anti-patterns ‘ -
T s . Manual deployment errors, migration complexity,

Waurster et al. (2020) ‘ General IaC ‘ Systematic review ‘ CM, Pr, Or technology lock-in, and lack of interoperability -
Ozdogan et al. (2023) ‘ General IaC ‘ Systematic gray literature review ‘ CM, Pr ‘ Configuration errors and code smells ‘ -
Chiari et al. (2022) General TaC Systematic literature review CM, Pr Code smells S
Reddy Konala et al. (2023) General [aC Systematization of Knowledge (SoK) CM, Pr, IB | Code smells and functional defects S

Table 2: Comparison of our review with the closely related IaC QA surveys (v/: addressed; X: not addressed; ~: partially addressed).

Study | IaC layer | Quality issue categorization | Technique categorization | Support context | Technology dependency | Empirical validation |
Chiari et al. (2022) | CM, Pr | ~ | /() | ~ | | ~ |
Reddy Konala et al. (2023) | CM, Pr,IB | X ) | x | x |
This work | CM., Pr,Or, IB | | /(S.,D.H) | | | |

The resulting QGS comprises 53 primary studies, it serves as
a recall benchmark: each candidate query is scored by the
quasi-sensitivity metric (QSM) defined by Zhang et al. (2011)
in Equation 1, which measures the proportion of gold-set stud-
ies retrieved by the query.

QSM = # quasi-gold set studies retrieved by the query )
B #studies in the quasi-gold set

Against this QGS, we compared the candidate queries dis-
cussed during query construction (Section 4.1.2); the results of
this comparison are reported in Section 4.1.3 .

4.1.2. Query construction

The search strategy was designed to maximize coverage
while maintaining relevance. To this end, we aligned the search
process with our research questions (Section 1) and the broad
definitions of IaC and quality issues introduced in Section 2.

We conducted an exploratory search phase on Google
Scholar to identify commonly used terminology and alternative
formulations in the literature. This phase aimed to capture the
diversity of terms used to describe IaC quality concerns, and
evaluate candidate query structures under the syntactic and op-
erator constraints imposed by major digital libraries. During
this phase, we experimented with multiple query formulations
targeting different aspects of the domain, including:

Q1: Quality improvement centric: ("Infrastructure as Code" OR "IaC
") AND ("Quality assurance" or "Testing" OR "Verification" OR
"linting" OR "Static Analysis" OR "Dynamic analysis")

Q2: Issue-centric: ("Infrastructure as Code" OR "IaC") AND ("
defects" OR "errors" OR "anti-patterns" OR "vulnerabilities"
OR "code smells" OR "Quality issues" OR "bad practices" OR "
Misconfiguration")

Q3: Survey-oriented: ("Infrastructure as Code" OR "IaC") AND ("
taxonomy" OR "classification" OR "categorization" OR "survey")

The exploratory phase revealed that relevant studies consis-
tently rely on a core set of recurring quality-related terms (e.g.,
defect, smell, analysis, verification), while more specific key-
words introduce technological or topical bias. In particular, in-
cluding explicit IaC technologies (e.g., Docker, Ansible, Ter-
raform) term would disproportionately favor studies centered
on those technologies. Additionally, adding the different IaC
technologies to the search query is arguably not effective as
we cannot be exhaustive regarding all the IaC technologies,
or the emerging ones. Therefore, we deliberately designed a
generic, and technology-agnostic query to ensure broad cover-
age and avoid over-representation of specific tools, platforms,
or subdomains. By relying solely on the general concept of
"Infrastructure as Code" and quality assurance terminology, the
query reflects the scientific community’s collective understand-
ing of IaC as a unified discipline rather than a collection of tool-
specific studies.




As aresult of this exploratory phase we suggest the following
candidate search query for our SLR:

Q4: Candidate query for the SLR: ("Infrastructure as Code" OR "IaC
") AND ("defect" OR "bug" OR "smell" OR "anti-pattern" OR "
testing" OR "analysis" OR "verification")

Due to variations in syntax and operator constraints across
digital libraries, the search queries’ syntax was slightly adapted
for each platform while preserving its semantics. We executed
the queries across four major software engineering databases,
ACM Digital Library, IEEE Xplore, SpringerLink, and Sci-
enceDirect, covering publications up to July 29, 2025.

4.1.3. Query validation

Using the quasi-gold set defined in Section 4.1.1, we evalu-
ated the four queries presented in Section 4.1.2 (Q1-Q4), plus
a fully-merged variant (Q5) that combines all topical terms of
QI and Q2. QS5 is included specifically to test whether broader
topical coverage retrieves gold-set studies missed by the more
selective Q4.

Q5: ("Infrastructure as Code" OR "IaC") AND ("defect" OR "bug" OR "
smell" OR "anti-pattern" OR "vulnerability" OR "
misconfiguration" OR "bad practice" OR "error" OR "fault" OR "
testing" OR "analysis" OR "verification" OR "linting" OR "
quality assurance" OR "static analysis" OR "validation")

Three observations follow from Table 3. First, Q4 achieves a
QSM of 85%, above the 70-80% adequacy threshold suggested
by Zhang et al. (2011) and well above the narrower formula-
tions Q1-Q3. Second, expanding Q4 to QS5 produces no addi-
tional gold-set hits, the same 8 studies remain missed. Q4 is
therefore preferred over Q5 because it matches Q5 on validated
recall while retrieving substantially fewer candidates, and be-
cause it can be executed as a single query on all four databases
without the splitting and result merging that Q5’s length forces
on some libraries.

Third, the eight gold-set papers missed by both Q4 and Q5
share a common failure pattern, each describes a specific tech-
nology or terminology (Puppet, TOSCA, cloud infrastructure
code) without invoking “Infrastructure as Code” or “IaC” in its
title or abstract. Four concern container technologies (Durieux
(2024), Rosa et al. (2022), Bui et al. (2023), Xu et al. (2024)),
two mainly focus on Puppet (van der Bent et al. (2018), Weiss
et al. (2017)), and two are phrased in general configuration or
cloud terms (Cannavacciuolo and Mariani (2022b), Brogi et al.
(2017)).

The failure therefore lies in the technology-agnostic founda-
tional term group, not in the topic group. We considered enlarg-
ing the foundational group with terms such as configuration or
cloud orchestration, but these are broadly used outside the [aC
context and would have inflated the candidate set with out-of-
scope studies. Therefore we kept the main part of the query
restricted to the foundational terms, and the resulting limitation
is acknowledged in Section 8.3.

This limitation is mitigated by the snowballing stage (Sec-
tion 4.2.5), which extends the candidate set through the citation
neighborhoods of retained studies. Applying snowballing, all
eight query-missed gold-set papers were recovered into the fi-
nal corpus; the protocol-level recall on the gold set is therefore

53/53 = 100%. Together, these results justify the selection of
Q4 as the final search query as the fully-merged variant offers
no recall gain, and the snowballing stage recovers the studies
that no candidate query alone can retrieve.

Executed between 25/02/2025 and 29/07/2025, Q4 returned
a total of 2,821 publications across the four databases (Table 4).

Table 3: Candidate query evaluation against the quasi-gold set.

Query | QSM | # retrieved articles

QI 57% 3,860
Q2 73% 2,304
Q3 57% 1,990
Q4 85% 2,821
Q5 85% 4361

Table 4: Search results returned from digital libraries (Q4).

Digital Library URL # Articles
ACM Digital Lib. | d1.acm.org 816
IEEE Xplore ieeexplore.ieee.org 745
SpringerLink link.springer.com 857
ScienceDirect sciencedirect.com 403
Total 2,821

4.2. Study Selection and Filtering

To ensure transparency and reproducibility, we followed a
multi-stage filtering process combining automated and manual
screening as recommended in Kitchenham et al. (2007); Brere-
ton et al. (2007).

4.2.1. Step I - Automated Filtering
Duplicate records and irrelevant publication types were re-
moved. Specifically, we excluded:

e Duplicates across databases

e Entire books

o Entire conference proceedings
e Entries with no title

This stage reduced the number of publications from 2,821 to
2,678 publications (143 removed).

4.2.2. Step 2 - Keyword-based screening

Although the search query enforces semantic relevance at
the database level, a complementary keyword-based screening
step was required to filter false positives introduced by its nec-
essary generality, particularly acronym ambiguity (e.g., "TaC"
referring to Inertial Axis Constraint or International Alcohol
Control) and quality-related papers in unrelated domains. As a
result, this step helped improving the overall relevance of the
candidate set.



Each paper’s title, abstract, and keywords were analyzed for
the presence of terms from two concept groups that we present
an excerpt of:

e IaC-related terms: Infrastructure as Code, [aC, Configu-
ration as Code, Ansible, Terraform, Chef, Puppet, Pulumi,
Docker, Kubernetes, CloudFormation

e Quality-related terms: quality, bug, defect, fault,
smell, anti-pattern, security, vulnerability, misconfigura-
tion, analysis, testing, validation, practice, lint, verification

A publication was retained if at least one term from each group
appeared. Due to space reasons, the complete keyword list
and filtering script are available in the replication package
(El Hayani et al., 2026).

The asymmetry between the technology-agnostic search
query and the technology-aware keyword list of IaC related
terms is intentional and reflects the distinct objectives of the
two stages. The database query prioritizes recall and relies only
on the foundational terms (“Infrastructure as Code” and “IaC”)
to capture how the research community collectively frames IaC
as a unified discipline. In contrast, the keyword-based screen-
ing acts as a precision-enhancing filter over the retrieved cor-
pus. Rather than restricting the corpus, it retains studies using
either the foundational IaC terminology or recognized IaC tech-
nologies, together with quality-related terms. The inclusion of
technology names therefore expands coverage rather than nar-
rowing it.

The IaC technology list was derived from three complemen-
tary sources: (i) the most frequently occurring technologies in
the retrieved corpus, whose match counts over the 2,678 dedu-
plicated candidates are reported in the replication package; (ii)
widely adopted IaC tools reported in independent industry sur-
veys, namely the Stack Overflow Developer Survey 2025°, the
CNCF Annual Survey 2024'°, and Firefly’s report about state
of TaC 2024'!; and (iii) the authors’ domain expertise regard-
ing emerging or specialized IaC platforms. The list remains
non-exclusive by construction, since any study explicitly us-
ing foundational [aC terminology was retained regardless of the
technology investigated.

To evaluate the empirical impact of this asymmetry, we com-
pared two screening configurations over the 2,678 dedupli-
cated candidates: (1) a technology-agnostic configuration us-
ing only foundational IaC terms, and (2) the full configuration
combining foundational terms with recognized IaC technolo-
gies. The technology-agnostic configuration retained 329 can-
didates, whereas the full configuration retained 471. The addi-
tional 142 studies correspond mainly to papers discussing spe-
cific IaC technologies (e.g., Docker or Helm) without explicitly
using foundational IaC terminology in their title, abstract, or
keywords. Examples include Cito et al. (2017) on the Docker

https://survey.stackoverflow.co/2025/technology#most-
popular-technologies-platform-platform

Onttps://www.cncf.io/wp- content/uploads/2025/04/
cncf_annual_survey24_031225a.pdf

Uhttps://wuw.firefly.ai/state-of - iac-report-2024

ecosystem on GitHub and a recent study on Helm chart secu-
rity misconfigurations Minna et al. (2025). The full configura-
tion was therefore retained because it improved recall without
introducing observable precision loss.

To validate the filtering reliability, we examined a random
sample of 45 excluded studies (~2%), confirming that exclu-
sions fell into three categories: (i) domain ambiguity, papers us-
ing overlapping terminology in unrelated fields such as civil in-
frastructure or biological sciences; (ii) general IT/DevOps con-
text, studies on CI/CD or cloud platforms that do not explicitly
address IaC; and (iii) functional oriented, papers mentioning
IaC aspects such as containerization purely descriptively with-
out addressing quality concerns. The selected sample and the
selection script have been added to the replication package.

This validation confirms that studies were excluded when
failing to satisfy both the domain (IaC) and topic (quality as-
surance) criteria.

4.2.3. Step 3 - Manual Screening (Title & Abstract)

For the remaining 471 publications, we have evaluated them
through the title and the abstract. The evaluation was done
by applying the inclusion and exclusion criteria based on the
research questions’ objectives, and the search query presented
before. From this we got the following:

e Inclusion criteria

— The study explicitly addresses quality issues in IaC
scripts

— The study presents or evaluates approaches, tools,
techniques, or practices for enhancing IaC quality

— The study is peer-reviewed and written in English
¢ Exclusion criteria

— Studies that do not focus specifically on IaC (e.g.,
general DevOps or Cloud)

— Studies improving cloud deployment or operations
not expressed through IaC

— Non-peer-reviewed material (editorials, short papers
(less than 3 pages), posters, theses, technical re-
ports), with the exception of relevant papers or pre-
prints published during 2025.

At this stage, 143 studies were retained for full-text reading

4.2.4. Step 4 - Manual Screening (Full text reading)

Title and abstract are not always enough to identify whether
a paper is relevant or not. So we have carefully read the content
of the remaining papers, while considering both our research
objectives and inclusion/exclusion criteria. As a result of this
in-depth review, 79 primary studies were retained (64 were ex-
cluded).



4.2.5. Step 5 - Snowballing

To complement the automatic database search, we performed
one round of backward and forward snowballing following the
guidelines of Wohlin (2014). This process was applied to the set
of 79 studies retained after full-text screening to identify rele-
vant literature that may have been missed due to terminological
variations or database limitations.

Snowballing was deliberately applied at this final stage for
two methodological reasons. First, applying snowballing to the
full set of retained studies, rather than to intermediate candi-
date sets, maximizes the signal-to-noise ratio, preventing the
inclusion of citations from studies that would eventually be ex-
cluded. Second, applying it earlier, for example to the 471
candidates surviving keyword screening, would have required
a substantially larger manual effort and amount of time, since
each newly identified study must be assessed against the full
inclusion and exclusion criteria.

All identified studies were subjected to the same inclu-
sion/exclusion criteria and extraction protocols as the primary
corpus. The process ran for three iterations of backward and
forward snowballing, yielding 26, 11, and 7 new studies (44 in
total). Per-iteration results are provided in the replication pack-
age (El Hayani et al. (2026)). Snowballing thus increased the
corpus from 79 to 123 primary studies (Figure 1). Two works
(S2, S60) were included, despite being non-peer-reviewed yet,
since they were recently published (after February 2025), and
they directly address our research scope.
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Figure 1: Screening process

4.2.6. Step 6 - Quality Assessment of Primary Studies
Following the selection process, we evaluated the quality of
the 123 primary studies. Rather than employing venue prestige
as an exclusion criterion, which risks marginalizing emerging
research or practitioner contributions, we utilized venue rank-
ings as a descriptive indicator of the corpus’s scientific rigor.
Studies were categorized using the CORE ranking for confer-
ences (A*,A,B,C) and SCImago quartiles for journals (Q1-Q4).
Venues not indexed by either system (e.g., IEEE SecDeyv, or na-
tional/regional conferences) were classified as unranked. The
majority of retained studies originate from A*, A, and Q1

venues (68%), with the full distribution available in the replica-
tion package. This characterization is reported to allow readers
to situate the corpus within the broader publication landscape
and reflect the quality of the considered papers.

4.3. Data Extraction and Synthesis

Following the guidelines of Kitchenham et al. (2007) and
Petersen et al. (2015), we developed, collaboratively and it-
eratively, a data extraction form to systematically collect and
organize relevant information. Our data extraction process fol-
lowed a structured and iterative protocol designed to maximize
consistency and minimize subjective interpretation. Prior to
any classification, all authors collaboratively defined the dimen-
sions, admissible values, and expected outcomes for each field
of the extraction form (Table 5). These definitions were explic-
itly documented and agreed upon before extraction began, en-
suring that all authors shared a common understanding of each
concept and reducing the risk of divergent interpretation across
raters. This definitional alignment was treated as a living ar-
tifact, as it was revisited and refined during weekly meetings
throughout the extraction process, particularly when new pat-
terns emerged from the literature.

To validate that this shared understanding was consistently
applied, 25 out of 123 studies (20%) were independently coded
by at least two authors. Each author filled in the extraction form
separately, without consulting the other’s answers, and the re-
sulting extractions were then compared dimension by dimen-
sion. Disagreements identified during this pair-coding phase
were collectively discussed until consensus was reached, and
where needed, the agreed definitions were further refined. We
computed Cohen’s kappa on this validation set, obtaining «
= 0.9, indicating almost perfect agreement Landis and Koch
(1977). This step served both as a reliability check and as a
further calibration mechanism, allowing all authors to converge
toward a more precise and shared interpretation of the classifi-
cation scheme, as well as to better refine the initial set of defi-
nitions set at the beginning of the process.

The remaining 98 studies were extracted by the first author.
Given that the definitional framework had already been estab-
lished, validated, and refined through both the initial agreement
phase and the pair-coding exercise, single-author extraction at
this stage represented a controlled and informed process rather
than an unchecked one. Uncertain or ambiguous cases encoun-
tered during this phase, specifically, entries where a dimension
value was absent or underspecified in the paper, or where a
study could potentially be mapped to multiple categories, were
systematically flagged and brought to the weekly meetings.
These meetings served three purposes throughout the process:
(i) establishing and documenting the initial shared definitions,
(i1) discussing disagreements from the pair-coding phase and
refining definitions accordingly, and (iii) collectively validating
the first author’s extractions and resolving flagged ambiguities
through discussion until a consensus was reached.



Table 5: Articles extraction sheet

Assoc. RQ | Data dimension Description Examples

- Title The title of the publication Title
Venue name Name of the publication venue Conference, journal, ...
Venue rating Quality index of the venue QI,A* A ...
Publication year Year of publication of the article 2015-2025

RQ1 Quality issue type Nature of the quality issue Syntax, security, performance, ...
Technology dependency | Dependency of quality issues over the different IaC technology Technology Specific, Technology Agnostic, ...
TaC Technology TaC technology(ies) studied in the article Ansible, Kubernetes, Terraform, ...
TaC layer Targeted IaC layer category Provisioning, Orchestration, ...
Life-cycle phase Stage in which the issue arises or is detected Implementation, Design, Run-time

RQ2 Empirical validation Details about approaches’ evaluation Tool support, Evaluation context, Reproducibility

Detection technique
Code analysis
Tool name

Approach used to detect quality issues
Nature of the analysis technique
Name of the proposed tool

Regex-based, Machine Learning, SMT Solvers, ...

Static, dynamic
Glitch, Terra-Lint ...

Code access
Granularity of support

Degree of visibility into code during analysis
Level at which quality assurance is applied

Black-box, White-box
Script, Module, . ..

5. Findings

In this section, we present the findings of our SLR, struc-
tured according to the research questions presented before. Be-
fore delving into the details of each RQ, Figure 2 represents
the distribution of publication years of papers considered in our
SLR. The results show an overall increasing research activity
over time, reflecting the growing interest of the scientific com-
munity in improving the quality of IaC scripts. The notable
anomaly observed in 2021 may have been influenced by sev-
eral factors. Among these, we can mention the COVID-19 pan-
demic, which disrupted conference schedules globally in 2020
and 2021, leading to cancelled, merged, or scaled-down edi-
tions of several software engineering venues. Additionally, this
could have impacted the publication cycles and indexing pe-
riod, introducing significant delays.

Number of Publications

Lo il HH

Figure 2: Distribution of studies by publication year.

5.1. RQI: Nature of studied quality issues

To address RQ1, we analyzed the nature and scope of qual-
ity issues investigated in prior IaC research. Our objective is to
identify which issues have been studied, and characterize how

they manifest across different IaC ecosystems, layers, and life-
cycle phases. This enables a more comprehensive understand-
ing of the diversity, frequency, and technological dependency
of quality issues in IaC development. Specifically, our analysis
examined five dimensions, enabling both a vertical (per issue
type) and horizontal (per technology and life-cycle phase) un-
derstanding:

e Quality issue categories to classify and assess which
types of issues (e.g., syntax, security, operational) have re-
ceived the most and least attention in the literature.

e Technology dependency to determine to what extent the
identified issues are tied to specific IaC technologies or
not.

e Addressed IaC technology to explore the distribution of
quality issues across IaC technologies such as Terraform,
Ansible, and Kubernetes, and identify dominant and un-
derrepresented technologies.

e IaC layer to map the investigated issues to broader lay-
ers of IaC practice, including provisioning, configuration
management, orchestration, and image building.

o Life-cycle phase to examine when the addressed issues
arise within the development life-cycle (e.g., design, im-
plementation, or run-time).

For the remaining of the section, unless otherwise stated, all
classifications reported were performed following the data ex-
traction protocol described in Section 4.3.

5.1.1. Categories of quality issues

The categorization of IaC quality issues was derived through
a collaborative, iterative process involving all authors. Start-
ing from an initial sample of 20 studies, all authors collec-
tively identified the quality issues reported in those studies and
grouped them conceptually into an initial set of high-level cat-
egories. Each high-level category was internally structured into
sub-categories, documented in the replication package, which
ensured that mappings were performed at a fine-grained level,



even though results are reported at the high-level category level
to preserve readability and focus on the most significant trends.

The categories were revised, merged, or introduced whenever
a new quality issue emerging from subsequent studies did not
fit the existing structure, or when recurring patterns suggested
that existing categories could be better delineated. Mapping
studies to categories followed three main steps, first the quality
issues addressed by each study were identified and recorded as
instances, then mapped to their corresponding sub-category as
intermediate step, before being aggregated to the corresponding
high-level category.

o Structural issues concern the overall architectural design,
organization, and modularity of IaC code. It includes ab-
straction mechanisms, code structuring patterns, and ar-
chitectural anti-patterns that affect readability, evolvabil-
ity, and maintainability of infrastructure definitions.

¢ Syntactic & Linguistic issues relate to the correctness and
consistent use of language constructs, syntax, and conven-
tions in IaC scripts. They encompass formatting incon-
sistencies, naming violations, or misuse of technology-
specific keywords that can hinder readability and static
verification.

o Security issues encompass vulnerabilities and weaknesses
in IaC configurations that may lead to unauthorized access,
privilege escalation, or data leakage. Typical examples in-
clude secret exposure, insecure defaults, network miscon-
figurations, and inadequate authentication or encryption
mechanisms.

e Operational issues refer to problems that compromise
the reliability and reproducibility of infrastructure deploy-
ments. They include idempotency violations, dependency
ordering errors, state-management flaws, or insufficient er-
ror handling that affect the stability of deployed environ-
ments.

e Performance & Resource Management issues concern
inefficient allocation or utilization of infrastructure re-
sources. This category covers over-provisioning, scala-
bility bottlenecks, suboptimal instance sizing, and lifecy-
cle misconfigurations that increase cost or reduce perfor-
mance.

e Maintainability & Documentation issues capture factors
that hinder code evolution, collaboration, and long-term
sustainability. They involve poor documentation, lack of
modularization, weak versioning practices, or hard-coded
configuration values that reduce reusability and compre-
hension.

e Data & Variable Management issues address the defini-
tion, organization, and handling of variables and parame-
ters within IaC scripts. They include data duplication, in-
consistent naming, improper parameter passing, and weak
separation between configuration data and control logic.
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e Control Flow & Logic issues relate to the algorithmic
or functional correctness of IaC scripts. They manifest
through flawed conditional statements, misused loops, or
incorrect sequencing of provisioning and configuration
steps, potentially leading to faulty infrastructure states.

e Domain-Specific issues capture problems that are spe-
cific to certain technologies, cloud providers, or orchestra-
tion environments. Examples include container orchestra-
tion misconfigurations, provider-specific anti-patterns, and
tool-dependent deployment constraints that require con-
textual expertise to detect and resolve.

Figure 3 presents the distribution of the identified categories
across the reviewed studies. Security-related issues dominate
the field (57 studies), followed by operational (44), structural
(37) and syntactic (27). These results indicate that the re-
search community has largely prioritized securing [aC systems
against vulnerabilities, increasing their reliability, and ensur-
ing syntactic and structural correctness. In contrast, control-
flow (24), performance (24), and domain-specific (12) issues
have received comparatively limited attention. This imbalance,
as detailed in Table 6, suggests that aspects such as execution
efficiency, domain-awareness, and logical correctness remain
under-explored.

Overall, this reflects a defensive research orientation, where
the community focuses on preventing infrastructure failures
(e.g., reliability or security violations), rather than advancing
broader [aC quality aspects such as domain specific awareness,
or performance optimization.

Finding 1: Uneven quality research focus

Research on IaC quality is concentrated on security, op-
erational, and structural issues, whereas performance,
control-flow, and domain-specific aspects remain com-
paratively under-investigated.

5.1.2. Technology dependency

To evaluate the extent to which identified quality issues de-
pend on specific IaC technologies, we adopted the classification
proposed by Schwarz et al. (2018), which distinguishes qual-
ity issues based on their degree of technology dependence. The
quality issues are considered:

e Technology-Specific (TS): When tightly coupled to one
TaC technology.

e Technology-Dependent (TD): When partially portable to
different IaC technologies after modifying the detection
method.

e Technology-Agnostic (TA): When reusable across multi-
ple technologies.

As shown in Figure 4, the majority of studies 65% (80 stud-
ies) address technology-specific issues, while 21% (26 studies)
are technology-dependent, and only 14% technology-agnostic.



Table 6: Distribution of studied quality categories across studies

Quality issue Studies

Structural

S2, S6, 87, S8, S16, S20, S23, S27, S29, S37, S38, S39, S46, S48, S49, S52, S53, S55, S57, S64, S68, S70, S34, S72, S76,

S77, S85, S86, S90, S96, S99, S112, S114, S116, S117, S121, S122

Syntactic & Linguistic
S113, S117, S120, S122

S2, 86,87, S8, 89, S11, S12, S16, S18, S22, 523, S29, S34, S39, S45, S49, S50, S52, S57, S61, S64, S72, S89, S103, S111,

Security S1, 82, 83, 54, S8, 89, S10, S13, S14, S17, S19, S21, S26, S28, S31, S32, S33, S34, S35, S36, S38, S39, S41, S42, S43, S44, S45,
S50, S53, S54, S57, S58, S63, S66, S69, S70, S73, S74, S76, S79, S81, S82, S83, S87, S90, S93, S97, S100, S102, S104,
S105, S107, S109, S115, S119, S120, S123

Operational S2, 83, S5, S8, 89, S11, S12, S14, S21, S22, S25, S26, S27, S28, S29, S34, S38, S40, S46, S50, S52, S56, S57, S58, S59,

S65, S67, S68, S69, 875, S78, S79, S81, S85, S94, S95, S98, S101, S106, S108, S110, S113, S117, S118

Performance & Resource Management

S1, S8, 89, S22, 524, S38, S46, S48, S50, S51, S60, S65, S69, S71, S85, S94, S96, S110, S111, S114, S116, S117, S121, S122

Maintainability & Documentation

S2, 88, 89, S12, S14, S15, S21, S28, S29, S38, S39, S49, S52, S56, S57, S58, S64, S65, S86, S90, S92, S93, S103, S117, S121, S122

Data & Variable Management

S2, 83, S11, S12, 821, S22, S28, S31, S39, S47, S49, S50, S52, S57, S58, S64, S69, S70, S72, S80, S84, S88, S106, S111, S112

Control Flow & Logic

S2, 83, S12, S21, S28, 29, S31, S34, S50, S52, S57, S64, S67, S68, S72, S80, S83, S108, S117, S118

Domain-specific

S4, S8, S21, S28, S38, S44, S50, S53, S60, S62, S67, S109
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Figure 3: Distribution of studied quality categories

This imbalance highlights that most investigated quality issues
are tied to the implementation details of specific IaC platforms.

Consequently, generalizable quality assessments of IaC in-
dependently from the implementation language or platform re-
main limited. This technology dependency limits interoperabil-
ity, knowledge transfer, and reproducibility across IaC tech-
nologies.

Finding 2: Technology Dependency

Most studies focus on individual IaC tools, resulting in
solutions that are technology-specific rather than gener-
alizable or technology-agnostic.

5.1.3. IaC layer coverage

Extending the technology dependency analysis, we exam-
ined how identified quality issues are distributed across IaC
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Figure 4: Distribution of technology dependency of quality issues

layers, namely provisioning, configuration management, or-
chestration, and image building. This analysis gives an ab-
stracted manner of visualizing the distribution of quality is-
sues across the IaC ecosystem. As shown in Figure 5, con-
figuration management is the most frequently studied layer (51
studies). Provisioning follows with 27 studies, image building
(27), and orchestration (20). These differences in layer cover-
age closely align with researchers’ technological choices, re-
vealing a strong emphasis on configuration management tools
compared to other IaC technologies.

Figure 6 reveals that security is the most frequently addressed
quality concern across all IaC layers. Configuration manage-
ment exhibits the broadest and complete coverage of quality
aspects, with studies addressing a wide range of issues beyond
security, including syntactic, operational, and variable manage-
ment. Provisioning follows, characterized by a strong focus on
operational and security quality, but limited attention to domain
specific issues which were mostly related to cloud providers’
specifications. Research on image building is relatively evenly
distributed across quality issue categories, with performance
and structural issues receiving the most attention. Orchestra-
tion receives the narrowest coverage, with studies largely con-



centrated on security.

All things considered, these findings reveal that research
attention remains asymmetric across laC layers, reflecting
the technological priorities when studying IaC quality. Ad-
ditionally, the comprehensiveness of quality issue coverage
varies substantially between layers, underscoring the need for
more balanced and comprehensive investigations of IaC quality
across the entire ecosystem.

Finding 3: Limited IaC layers coverage

Research activity is primarily concentrated on config-
uration management layer, while orchestration receive
comparatively limited attention.

Note: A study was excluded from layer-level counts when
it addressed quality issues in a technology-agnostic manner,
without explicitly targeting a specific IaC tool or layer. In
such cases, assigning the study to any particular layer would
have required unwarranted assumptions about its scope,
risking artificial inflation of layer-specific counts. In total,
7 studies were excluded.
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Figure 5: Distribution of studies across IaC layers

5.1.4. Addressed IaC technologies

Following the categorization of IaC quality issues, and their
distribution over IaC layers, this section examines their distri-
bution in a more detailed level, through evaluating how they oc-
cur across different IaC technologies. This analysis will allow
us to understand how these quality issues manifest within the
ecosystem. As shown in Figure 7, most studies target Ansible
(29) and Docker (26), followed by Puppet (21), Terraform (15),
and Kubernetes (14), while Docker Compose (2), Helm(3), and
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Figure 6: Grouped distribution of quality issues discussed in literature over IaC
layers

TOSCA (4) remain barely examined. This uneven distribution
reflects the community’s technological preferences when study-
ing IaC quality concepts.

Furthermore, Figure 7 highlights how researchers’ technol-
ogy priorities vary across laC layers. Studies focusing on
configuration management predominantly target Ansible, while
provisioning-related research most frequently centers on Ter-
raform. For orchestration, Kubernetes is by far the most com-
monly addressed technology, and Docker emerges as the pri-
mary focus for studies investigating image-building and con-
tainerization related quality issues.

Moreover, the focus of quality issues differs across technolo-
gies. As illustrated in Figure 8, security dominates research on
Puppet, Ansible, Kubernetes, Terraform, and Cloud Formation.
Whereas Pulumi studies emphasize operational reliability of the
code. In contrast, Docker research, gives importance to per-
formance, and structural issues, typically improving container
build times, and better structuring Dockerfiles for an optimized
image definition. These variations show how the implemen-
tation details of IaC concepts influence research priorities and
selection of studied quality aspects.

The observed distribution of studies may be influenced by
multiple factors, including practitioner adoption, tooling ma-
turity, repository availability, and access to research datasets.
However, the present review did not systematically quantify
these factors, preventing any causal conclusions regarding their
relative influence. Nevertheless, some observations are worth
noting. For example, the Stack Overflow Developer Survey
2025'? reports high adoption rates for Docker (71.1%), Kuber-

2https://survey.stackoverflow.co/2025/technology#most-
popular-technologies-platform-platform



netes (28.5%), Terraform (17.8%), and Ansible (11.7%), which
broadly correspond to the technologies most frequently investi-
gated in the reviewed literature. Similarly, several widely used
research datasets, such as PIPr Sokolowski et al. (2024b), Ter-
raDS Buhler et al. (2025), and Andromeda Opdebeeck et al.
(2021a), are associated with specific IaC technologies, poten-
tially facilitating research on those ecosystems. At the same
time, the existence of datasets for less-represented technolo-
gies, such as the Chef security-smell corpus of Rahman (2020),
indicates that dataset availability alone cannot fully explain the
observed distribution. Researchers have also explored alterna-
tive data acquisition strategies, including repository mining and
synthetic data generation (e.g., using Large Language Models
to generate Ansible playbooks Hassan et al. (2024)).

Overall, the reviewed literature reveals an uneven distribution
of research attention across IaC technologies.

Finding 4: Uneven Ecosystem Representation

Research on IaC quality issues is unevenly distributed
across tools, leaving large parts of the IaC ecosystem
insufficiently examined, resulting in a fragmented and
tool-biased understanding of IaC quality.

Note: Technology-level counts should not be interpreted
as directly proportional to layer-level distributions. Several
studies address multiple IaC technologies simultaneously;
such studies are counted once at the layer level but con-
tribute to multiple entries in the technology-level analysis.
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Figure 7: Distribution of studies across IaC technologies.

5.1.5. Life-cycle phase

To determine the phases in which quality issues emerge, we
adapted and extended the categorization proposed by Sharma
et al. (2016). Specifically, we broadened the scope of imple-
mentation and design issues and introduced a new category for
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run-time issues.
follows:

Accordingly, quality issues are classified as

¢ Implementation-time issues: Occur during the develop-
ment of IaC scripts, typically involving coding practices,
syntax, or logical errors.

e Design-time issues: Arise during the planning and struc-
turing of IaC scripts, affecting the architecture of project
or module design.

¢ Run-time issues: Occur when IaC scripts are executed ,
often involving configuration drift, dependency conflicts,
or operational failures.

Figure 9 shows that most investigated quality issues (75%)
arise during the implementation phase, while design-time and
run-time issues remain comparatively under-explored, repre-
senting only 10% and 15% of studies, respectively. This im-
balance reflects the prevailing research focus on improving IaC
scripts during development stage, where issues are easier to
detect. In contrast, design- and run-time issues require more
complex reasoning about deeper contextual understanding and
resource-intensive log analysis, often handled by alternative
support solutions, such as monitoring tools. Consequently, the
literature shows a research preference of providing proactive
solutions, to capture issues in early development phases, and
avoid deploying insecure or not reliable infrastructure.

Finding 5: Life-cycle phase imbalance

Existing work largely addresses implementation-time
issues, with minimal exploration of design-time and
run-time quality aspects.

The five dimensions analyzed in RQ1, quality issue type,
technology dependency, IaC layer, IaC technology, and lifecy-
cle phase, collectively define the Quality Issues branch of the
feature model presented in Section 6. Each finding in this sec-
tion corresponds directly to a dimension of that branch, provid-
ing the empirical basis for the model’s structure.

5.2. RQ2: Support approaches developed in the literature

While RQI highlights the types of quality issues and their
distribution across platforms, RQ2 examines how these issues
have been addressed. To characterize the nature of approaches
developed for enhancing IaC script quality, we analyzed the fol-
lowing dimensions:

e Empirical validation: the extent to which proposed ap-
proaches are accompanied by concrete implementations,
evaluated under realistic conditions, and supported by
replicable research artifacts.

e Detection technique: the approach employed to identify
quality issues.

e Code analysis: whether the approaches operate through
static, dynamic, or hybrid analysis.
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nity’s orientation to offer practical guidance for improving
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Figure 9: Distribution of quality issues across life-cycle phase

e Code access: degree of visibility into code during analy-
sis.

e Granularity of support: the scope of focus of developed
approach.

5.2.1. Empirical validation

Empirical validation is a key indicator of the maturity and
practical applicability of IaC quality assurance research. In this
section, we analyze three complementary dimensions of empir-
ical validation, whether proposed approaches are accompanied
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IaC quality. However, the existence of a tool implementa-
tion does not guarantee practical impact. As detailed in the
following subsections, most tools remain at the prototype
stage and have been evaluated under controlled or open-
source conditions, with limited exposure to real-world in-
dustrial settings.

Finding 6-a: Tool-centric orientation

Most studies provide prototype tools, reflecting a
strong practice-oriented culture in the [aC QA re-
search community.

2. Context of evaluation Beyond the existence of tool im-
plementations, we characterize the empirical validation of
the 107 tool-based studies along two orthogonal dimen-
sions. The evaluation environment captures the setting
in which the approach was assessed:

e Academic: The evaluation is designed and executed



by the researchers themselves under controlled or ar-
tificially constructed conditions.

e Industrial: The evaluation involves practitioners or
organizations, structured feedback from developers,
or deployment in a real production environment.

The evaluation corpus captures the nature of the artifacts
used during evaluation:

e Open-source: Publicly available IaC scripts, typi-
cally mined from platforms such as GitHub or public
data-sets.

o Closed/Internal: Proprietary code, internal organi-
zational workloads, or researcher-constructed syn-
thetic environments.

As shown in Figure 10, the large majority of tool-based
studies, 92 out of 107 (86%), were evaluated in academic
or controlled settings. Among these, 80 studies (87%) re-
lied on open-source repositories, while 12 studies (13%)
constructed their own experimental environments, typi-
cally in early research stage or proof-of-concept work. In-
dustrial evaluations were reported in 15 studies (14%), of
which 7 incorporated open-source repositories as part of
their evaluation and 8 relied exclusively on closed, inter-
nal, or real production workloads.

This distribution reveals a structural validation gap. While
open-source evaluation enables reproducibility and large-
scale mining, it does not capture the complexities of indus-
trial environments. Therefore, our understanding of how
proposed approaches perform under real production con-
ditions remains limited, making in-the-wild validation a
priority for the field.

Finding 6-b: Predominance of open-source

evaluation with limited industrial validation

Most studies ground their evaluations using open-
source code, whereas industrial and practitioner-
involved evaluations remain limited.

. Reproducibility of experiments While the majority of
studies provide prototype tools, their reproducibility varies
substantially. Our analysis shows (Figure 11a) that 71%
(87) of the reviewed studies offer some form of replication
package. Among these 87 papers, 15 studies (17%) pro-
vide experimental data-sets only, 11 studies (13%) release
source code only, and 61 studies (70%) supply compre-
hensive replication packages that include both code and
data-sets. In contrast, 36 studies (29%) do not provide any
replication artifacts, or reference links that are no longer
accessible. In several cases, this lack of availability is
attributable to the nature of the experiments, particularly
those conducted in industrial settings, or to ethical and
security-related constraints.
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Figure 10: Distribution of evaluation contexts across studies

Figure 11b summarizes the platforms used by the selected
studies to host their replication packages. Among stud-
ies providing replication artifacts, 49% rely on GitHub
and 47% use archival repositories such as Zenodo and
Figshare, while Docker Hub and Kaggle are used only
marginally. These platforms serve distinct and com-
plementary purposes, archival repositories provide DOIs
and immutable snapshots suited for scientific replication,
while platforms like GitHub support iterative development
and community-driven tool evolution. The choice between
them reflects different research objectives rather than dif-
ferent levels of commitment to reproducibility. Ideally, a
dual-hosting practice can be adopted, archiving a citable
snapshot for replication while maintaining an actively de-
veloped version for community reuse, a dual-hosting prac-
tice that most studies currently do not follow.

Finding 6-c: High commitment to reproducibil-

ity vs. heterogeneous practices

The community demonstrates a strong commit-
ment to reproducibility with high artifact avail-
ability, yet there’s variability in completeness and
archival hosting priorities.

5.2.2. Techniques and methods

Given that most studies proposed tool-based solutions (as
shown in the previous section), we analyzed the techniques em-
ployed to detect and mitigate [aC quality issues. Following a
similar approach to our issue categorization, we first extracted
and consolidated techniques from an initial sample of 20 pa-
pers, grouping those sharing conceptual or operational similar-
ities. Through iterative refinement during the review process,
we identified five main families of techniques, plus a resid-
ual “other” category for approaches that did not fit into these
groups:

e Rule-Based and Pattern Matching: Deterministic ap-
proaches that rely on predefined rules or syntactic patterns
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Figure 11: Reproducibility (left) and hosting platforms (right).

to identify known issues. They are transparent and eas-
ily interpretable but limited to previously defined patterns
(e.g., regular expressions, rule-based checks).

e Graph-Based analyses: Approaches that construct in-
termediate representations such as Abstract Syntax Trees
(ASTs), Program Dependency Graphs (PDGs), or Re-
source Graphs (RGs) to reason about dependencies and
execution flow. These techniques provide deeper semantic
insights than purely text-based matching.

e Formal Methods & Verification: Logic-driven ap-
proaches that encode IaC configurations as constraint or
satisfiability problems to verify properties (e.g. SMT
solvers)

o Statistical & Learning-Based: Data-driven approaches
that rely on statistical inference, machine learning, or large
language models (LLMs) to detect anomalies or predict
defects from historical data.

e Testing and Execution-Based Techniques that validate
IaC scripts by executing them (in real or simulated envi-
ronments) or generating test cases to verify expected be-
haviors. This includes defining tests, using fuzzing tech-
niques, or log analysis.

Figure 12 shows that rule-based and pattern-matching (49 stud-
ies) and graph-based analysis (49 studies) dominate current re-
search, presenting more than 50% of the methods used, re-
vealing a clear research preference for deterministic and inter-
pretable techniques, often combining syntactic rules with struc-
tural reasoning for higher accuracy and analysis of quality is-
sues. These methods excel at syntactic and structural detection,
allowing for good syntactic and semantic checks. Addition-
ally, learning-based approaches (36 studies) represent a grow-
ing interest toward adaptive, probabilistic techniques that lever-
age historical data and large-scale repositories. This reflects
the community’s increasing interest in Al-assisted IaC analysis
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using techniques such as machine learning (ML), deep learn-
ing (DL), and more recently, Large Language Models (LLMs)
and Retrieval Augmented Generation (RAG). Formal verifica-
tion (10 studies) and testing and execution-based techniques (20
studies) remain marginal. Their limited adoption likely reflects
the difficulty of formally modeling heterogeneous, dynamic IaC
environments and the high computational cost of executing or
simulating IaC deployments. Table 7 summarizes the distri-
bution of techniques employed across the selected tool-based
studies.

Consequently, the current research remains biased toward
more deterministic approaches, with an increasing interest in
probabilistic approaches.

Finding 7: Methodological bias

IaC support approaches predominantly rely on deter-
ministic techniques (e.g., rule-based, pattern-matching,
and graph-based analysis), while formal verifica-
tion, and testing and execution-based methods remain
marginal.
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Figure 12: Distribution of techniques

5.2.3. Code analysis

After presenting the different categories of techniques used
in the literature, we further analyzed the code analysis nature of
the proposed approaches, classifying them as follows:

o Static analysis: which examines the syntactic or seman-
tic properties of IaC scripts without executing them Chiari
et al. (2022).

e Dynamic analysis: which evaluates [aC through execu-
tion, testing, or run-time monitoring Chiari et al. (2022).



Table 7: Distribution of studied techniques across studies

Technique Studies

Rule-based & Pattern-matching

S2, S4, S8, S14, S15, S16, S19, S20, S23, S24, S28, S29, S33, S35, S37, S39, S43, S44, S45, S46,

S54, S55, S60, S66, S67, S69, S72, S73, S77, S80, S81, S83, S85, S86, S88, S90, S98, S100, S101,
S104, S105, S106, S112, S114, S115, S116, S119, S120, S122

Graph-based analysis

S4, S14, S16, S17, S19, S20, S24, S26, S29, S30, S33, S35, S37, S40, S47, S51, S52, S53, S62, S65,

S66, S67, S69, S72, S74, S75, S76, S77, S78, S81, S84, S85, S86, S89, S92, S95, S99, S100, S101,
S104, S106, S107, S109, S112, S114, S115, S116, S119, S122

Formal methods & verification

S31, 5S40, S51, S56, S62, S75, S91, S99, S108, S118

Statistical & Learning-based

S2, S6, S12, S15, S18, S21, 825, 827, S29, S36, S41, S43, S49, S53, S55, S61, S62, S64, S67, S68,

S73, 878, 579, S80, S84, S85, S88, S89, S90, S92, S94, S96, S97, S98, S103, S109

Testing & Execution-Based

S22, S26, S33, S48, S50, S59, S75, S78, S81, S91, S95, S96, S97, S98, S101, S102, S110, S115, S119, S123

Other

S1, 87, 810, S11, S13, S32, S58, S63, S76, S82, S87

e Hybrid analysis: which combines static inspection with
dynamic validation.

As illustrated in Figure 13, static analysis dominates the lit-
erature (73% of the studies), while dynamic and hybrid ap-
proaches are marginally used. Although static analysis facili-
tates early detection of issues, since it doesn’t need executing
the code, it cannot capture dynamic or environment-dependent
behaviors, revealing a persistent limitation in current research.
This limitation is perfectly aligned with the findings of the pre-
vious section, where Testing & Execution techniques were one
of the least used techniques, representing less than 12%. Over-
all, these findings highlight the need for broader exploration of
dynamic and hybrid analyses to achieve more comprehensive
TaC quality assurance.

Finding 8: Static analysis dominance

Static analysis of IaC is predominant, with dynamic and
hybrid approaches remaining scarce, limiting the field’s
ability to detect dynamic behavior of IaC.
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Figure 13: Distribution of IaC quality analysis approaches
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5.2.4. Code access level

IaC scripts can be analyzed at two access levels, white-box,
where full code access is required, and black-box, where the
code is treated as opaque. Our results show that white-box anal-
ysis dominates current research, reflecting a strong preference
for direct code analysis.

The works of Choi et al. (2024), Hanappi et al. (2016), and
Mishra et al. (2022) represent the only three studies, out of
123, in our corpus that adopt a black-box approach. Choi et al.
(2024) identify Misconfigured Container Components (MCCs)
through external inspection techniques including port scanning,
server-signature analysis, and request-response observation,
without accessing the underlying Kubernetes manifests. Sim-
ilarly, Hanappi et al. (2016) evaluate the reliable convergence
and idempotence of Puppet configuration scripts by treating the
individual resource actions as completely opaque. Likewise,
Mishra et al. (2022) observe running containers entirely from
the outside, capturing malicious container behaviour. Rather
than analyzing the semantic logic within the code, these ap-
proaches rely exclusively on external deployment behavior and
runtime artifacts; they dynamically track state changes by inter-
cepting system calls and observing transient network and pro-
cess states.

Despite not operating directly on the internal logic of the
TaC code, the contributions of all studies result in actionable
manifest-level improvements: Choi et al. (2024) provide rec-
ommendations on insecure defaults, software versioning, and
network access controls, while Hanappi et al. (2016) iden-
tify specific resource conflicts and missing satisfaction checks
within the deployment, and Mishra et al. (2022) allow detect-
ing unauthorized container operations, requiring an immediate
permission changes.

We emphasize that the code-access, and analysis-type di-
mensions are orthogonal and capture different aspects of QA
approaches. The former refers to the level of visibility and ac-
cess to the IaC artifacts (e.g., direct inspection of source code
or configurations), whereas the latter characterizes whether the
analysis is performed without execution (static) or relies on run-
time information (dynamic). These dimensions should not be
conflated, as approaches that leverage execution traces or run-



time artifacts (e.g., system calls, logs, or deployment behav-
ior) have a dynamic aspect, but they can be classified either as
white-box if they require access to IaC scripts, besides the run-
time metrics, or black-box if not.

Overall, the evidence shows that current IaC support ap-
proaches heavily rely on white-box reasoning, with limited ex-
ploration of environment or deployment oriented analyses that
could capture quality issues not detectable through code analy-
sis alone.

Finding 9: Code access

IaC code analysis relies heavily on direct, full code ac-
cess analysis, rather than environment inspection.

5.2.5. Granularity of Detection
We examined the granularity at which IaC quality analyses
are conducted, distinguishing three levels of focus:

e Script level : analysis confined to individual IaC scripts.

e Module level : considers interactions among multiple
scripts within a module.

e Project level : captures dependencies and consistency
across modules and the entire project.

As shown in Figure 14, script-level analyses dominate the lit-
erature, with 91 studies (72%), while module-level (10 studies)
and project-level (25 studies) investigations remain compara-
tively limited. This reveals a strong bias toward fine-grained,
localized quality issue detection, likely driven by the relative
simplicity and automation potential of script-level checks. The
predominance of fine-grained, script-level analyses indicates
that current solutions often treat IaC files as isolated blocks,
overlooking the complexity of real infrastructure systems where
multiple configuration files reside in one project. Consequently,
this restricts the ability to identify cross-cutting quality issues,
such as inter-script dependency conflicts, module interaction
failures, or project-wide configuration inconsistencies. Over-
all, current research provides a narrow view of IaC quality, cen-
tered on individual files rather than the broader configuration
ecosystem in which they operate.

Finding 10: Granularity focus

Analyses are often confined to the script level, missing
system interactions between the different infrastructure
scripts that influence IaC quality in complex deploy-
ments.

The five dimensions analyzed in RQ2, tool support, detection
technique, code analysis type, code access level, and granular-
ity, collectively define the Support Approaches branch of the
feature model presented in Section 6. Together with the RQ1
dimensions, they form a complete characterization of the IaC
QA landscape that the taxonomy synthesizes.
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Figure 14: Granularity levels of IaC analyses

6. Taxonomy: A Feature Model for IaC Quality Assurance

The feature model presented in Figure 15a is a direct synthe-
sis of the findings reported in RQ1 and RQ2. It serves as the
integrating artifact that organizes the ten dimensions analyzed
across both research questions into a unified, navigable struc-
ture. Its purpose is twofold: to make the findings actionable for
researchers positioning new work, and to provide practitioners
with a structured lens for auditing their QA toolchains against
the full landscape of known quality dimensions.

Quality issues are described through the following dimen-
sions:

e Type: Defined by the categorization proposed in Section
5.1.1. A support approach may address one or multiple
quality issue types.

e Technology dependency: The degree to which the issue
is specific to, dependent on, or agnostic of a given IaC
technology.

e IaC platform: The particular technology or tool targeted
(e.g., Ansible, Terraform, Puppet).

e IaC layer: The addressed IaC layer (Provisioning, Con-
figuration management, Orchestration, or Image building).

o Life-cycle phase: The stage of the IaC development
where the issue manifests (design, implementation, or run-
time).

Support approaches are characterized according to the follow-
ing dimensions:

e Tool Based: Whether the contribution provides an imple-
mented tool or conceptual guidance

e Techniques: The technique employed, as defined in our
categorization in Section 5.2.2.

e Code analysis: The type of analysis, static, dynamic, or
hybrid, through which quality issues are identified.



e Granularity: The level of abstraction targeted, ranging
from individual scripts to full project-level analysis.

e Code access: The analysis paradigm adopted, white-box
approaches requiring full code access versus black-box
methods emphasizing contextual or behavioral insights.

6.1. Implications for researchers

To illustrate how the feature model can be used to position
existing studies within the IaC QA landscape, we randomly
instantiate it with the work of Rahman et al., who developed
ACID, a tool for detecting defects in Puppet scripts Rahman
et al. (2020a). Using our model, their contribution can be char-
acterized along the following quality issue dimensions:

o Type of issues studied: Security, Operational, Control
Flow & Logic, Data and Variable Management, Maintain-
ability and Documentation, and Domain-Specific issues.

e Technology dependency: The study is technology-
specific, as it exclusively targets Puppet.

e IaC technology: Puppet.
e IaC layer: Configuration Management.

o Life-cycle phase: The proposed support is provided pri-
marily at implementation time.

From the perspective of support approaches, the study can be
described as follows:

e Tool-based: A concrete tool implementation (ACID) is
provided.

e Techniques: The approach relies mainly on rule-based
and pattern-matching techniques.

o Type of analysis: Static analysis.
e Granularity: Script-level analysis.
e Code access: White-box access to the Puppet codebase.

By mapping ACID onto these dimensions, the study becomes
clearly positioned within the broader literature (Figure 15b),
making its scope, and contributions explicit. This structured
positioning also facilitates direct comparison with other IaC
QA tools and approaches. More importantly, the feature model
highlights where opportunities for extension or differentiation
lie. For instance, a future study inspired by ACID could:

e Retain similar support techniques but target a different or
under-studied IaC technology (e.g., Ansible or Terraform),

e Broaden ACID’s detection mechanisms to be multi-
technology or technology-agnostic,

e Extend ACID’s coverage to run-time Puppet issues,
thereby addressing a different life-cycle phase,
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e Combine rule-based detection with complementary tech-
niques such as statistical or learning-based analysis,

e Or expand the granularity from script-level analysis to
module-level or project-level reasoning.

In each case, the feature model provides a clear vocabulary for
articulating how a new contribution diverges from, builds upon,
or complements prior work. This makes it a practical reference
for researchers seeking to identify unaddressed research space,
and to position their contributions compared to prior works.

6.2. Implications for practitioners

The proposed feature model supports practitioners in system-
atically addressing real-world challenges in [aC quality assur-
ance. By instantiating their organizational context within the
model, teams can derive a tailored, lifecycle-aware QA strat-
egy aligned with the complexity of modern cloud-native in-
frastructures. In particular, the model enables the following
practitioner-facing use cases:

e Detection of QA blind spots: Our analysis reveals a sig-
nificant research and tool bias toward static analysis (Find-
ing 8) and implementation-time issues (Finding 5). Prac-
titioners can use the Life-cycle phase and Code analy-
sis dimensions of the feature model to audit their exist-
ing toolchains. If a team’s current QA suite is limited to
static, script-level checks, the model serves as a strategic
roadmap to identify missing dynamic or run-time checks.
This facilitates a transition toward a more comprehensive
QA strategy capable of detecting issues like configuration
drift, idempotency violations, and environment-dependent
failures.

e Informed tool selection and adoption: The feature
model helps practitioners systematically assess whether
existing [aC quality assurance tools adequately cover the
quality dimensions most relevant to their context (e.g.,
security, reliability, or performance). For instance, by
defining the target IaC Layer (e.g., Orchestration), IaC
technology (e.g., Kubernetes), and the desired Quality Is-
sue Type (e.g., Security), teams can benchmark candidate
tools against the Techniques, and the Code analysis dimen-
sions. This allows practitioners to better identify gaps in
their current toolchains before these gaps manifest as op-
erational failures or outages.

To illustrate concretely how these use cases could manifest in
real world, consider a DevOps team operating a typical cloud-
native stack: Terraform for cloud provisioning, Kubernetes for
container orchestration, and Docker for image building. The
team currently integrates static linters in their CI pipeline, like
tflint 13 for Terraform, kube-linter '* for Kubernetes manifests,
and hadolint ' for Dockerfiles. . They wish to audit whether

Bhttps://github.com/terraform-linters/tflint
Yhttps://docs.kubelinter.io/#/
https://github.com/hadolint/hadolint
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this toolchain provides adequate quality assurance. Instantiat-
ing the feature model with the team’s context may produce the
coverage Table 8.

From this audit, three concrete actions are possible. First,
the team can complement the current static linters with graph-
based analysis at the project level, for example, by integrat-
ing an open-source tool such as GLITCH (S39) for cross-layer
analysis. Second, the static linters do not detect state recon-
ciliation defects that manifest only at run-time (Hassan et al.
(2024), S50); the team can address this with smoke tests (Can-
navacciuolo and Mariani (2022b), S48) or runtime checkes af-
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ter deployment. Third, none of the current tools target perfor-
mance or cost anti-patterns (Bolhuis et al. (2025), S60; Durieux
(2024), S24); the team can incorporate performance or cost-
aware policies into review gates. This showcases the principal
use of the feature model for practitioners, by making blind spots
explicit. The same instantiation procedure applies to any other
technology stack, each dimension is checked against the team’s
existing tooling.

This feature model offers both researchers and practitioners a
structured lens through which to explore the current landscape,
and to identify under-studied aspects to prioritize for future re-



Table 8: Coverage table for IaC toolchain QA audit

Dimension | Current coverage | Gaps revealed by the
model
Quality is- | Security, syntactic | Operational, performance,
sue type control flow not covered
IaC layer Pr, Or, IB CM (if Ansible/Puppet is
later added, gap reappears)
Life-cycle | Implementation- Design-time and run-time
phase time only gaps (Finding 5)
Code Static only No dynamic or hybrid
analysis analysis (Finding 8)
Granularity | Script-level No module- or project-
level checks (Finding 10)
Techniques | Rule-based & | Maybe considering graph-
pattern-matching based or learning-based
for advanced detection

search directions. Moreover, it serves as a practical reference
for those developing new tools to assist DevOps engineers and
IaC developers in enhancing script quality, helping them iden-
tify which features remain insufficiently addressed and how
their solutions can go beyond existing approaches.

7. Research agenda

The findings reveal that current research on IaC offers a dual
fragmentation in what is studied (quality issues) and how it is
addressed (support approaches). Existing studies tend to be
tool-specific and lack a holistic, technology-independent un-
derstanding of IaC quality. Similarly, support approaches are
predominantly static, rule- and graph-based, and white-box ori-
ented, leaving significant gaps in dynamic, environment-aware,
and comprehensive quality assessments. These observations
motivate future research directions aimed at advancing both the
limitations in quality assessment and the evolution of support
techniques.

7.1. Advancing the Study of IaC Quality Issues

Three directions emerge from RQ1 for advancing the study
of IaC quality issues: the breadth of quality dimensions cur-
rently in scope (Section 7.1.1), the technology-independence of
the issues studied (Section 7.1.2), and the life-cycle phase at
which they are addressed (Section 7.1.3). Each is grounded in a
specific finding from Section 5.1 and points to concrete exten-
sions of existing primary studies.

7.1.1. Broadening the Landscape of 1aC Quality Dimensions

Our review highlights several research gaps that open
promising research directions for advancing the understanding
of TaC quality. A substantial opportunity lies in addressing
under-explored quality dimensions, particularly performance,
and domain-specific issues. Current research predominantly

ensures that infrastructure “works” and is “secure,” but future
investigations should extend this scope toward efficiency, scal-
ability, maintainability, and contextual correctness (Finding 1).

A particularly promising direction concerns sustainability
and cost-awareness, where early work has begun to emerge.
Kosbar and Hamdaqa (2025) (S46) introduced a catalog of
sustainability smells in IaC, while Bolhuis et al. (2025) (S60)
identified cost anti-patterns specific to Terraform and Cloud-
Formation. Durieux (2024) (S24) empirically studied the im-
pact of Docker smells on image size, providing initial evidence
that structural quality choices have measurable resource con-
sequences. Qiao et al. (2025) (S51) took a step further by
statically inferring resource usage bounds for IaC programs,
demonstrating that performance-related properties can, under
certain conditions, be approximated without full execution.

These studies collectively represent early but isolated efforts
toward performance-aware [aC quality assurance. Future re-
search work should build on these foundations to develop ap-
proaches to performance and resource quality that reflect the
constraints and workload patterns of real cloud environments.

For practitioners, the sustainability smells of Kosbar and
Hamdaga (2025), and the cost anti-patterns of Bolhuis et al.
(2025) can be encoded as policy-as-code rules in tools such as
Open Policy Agent '¢ or Checkov 7 , and the Docker image-
size impact study of Durieux (2024) provides a concrete check-
list for image hygiene.

7.1.2. Towards Tool-Agnostic, Cross-Platform IaC Quality
Foundations

Finding 2 reveals that 65% of studies address technology-
specific quality issues, resulting in solutions that are tightly cou-
pled to individual IaC technologies and difficult to generalize.
This fragmentation limits knowledge transfer across tools and
prevents the emergence of a unified IaC quality vocabulary.

Several recent studies have begun to address this challenge.
Saavedra et al. (2023) (S39) developed GLITCH, a polyglot
smell detection framework capable of identifying quality is-
sues across multiple IaC technologies through a unified inter-
mediate representation. Building on this, Saavedra et al. (2025)
(S31) introduced InfraFix, a technology-agnostic repair frame-
work that applies fixes across different IaC platforms without
requiring tool-specific adaptations. At the metrics level, Dalla
Palma et al. (2020b) (S7) proposed a catalog of software quality
metrics applicable to infrastructure code broadly, while Konala
et al. (2025a) (S2) developed a framework for measuring IaC
quality in a tool-independent manner. These contributions rep-
resent meaningful first steps toward platform-independent TaC
quality foundations, but they remain limited in scope and cov-
erage.

Future research should build on these efforts to formalize
tool-agnostic TaC quality constructs, develop cross-platform
quality metrics, and establish reusable assessment frameworks
that operate across the full IaC ecosystem. Supporting this

https://www.openpolicyagent.org/
7https://www.checkov.io/



generalization requires investment in comprehensive, cross-
platform datasets that go beyond the tool-specific corpora cur-
rently available, such as PIPr Sokolowski et al. (2024b), Ter-
raDS Buhler et al. (2025), and Andromeda Opdebeeck et al.
(2021a), to better reflect the heterogeneity of real-world [aC
projects combining multiple tools and layers.

Practitioners managing multi-technology stacks can mitigate
operational failures due to the fragmented, and technology-
specific visibility of quality issues, by adopting technology-
agnostic frameworks such as GLITCH Saavedra et al. (2023)
for a unified smell reporting, and by normalizing tool out-
puts into a shared internal vocabulary (a small mapping
layer between technology-specific linters like tflint, kube-linter,
hadolint, and ansible-lint '® pays back quickly in cross-team
comprehension).

7.1.3. Extending laC Quality Assurance Across the Entire
Lifecycle

Finding 5 shows that 75% of investigated quality issues arise
at implementation time, with design-time and run-time issues
accounting for only 10% and 15% of studies respectively. This
imbalance reflects the prevailing research preference for proac-
tive, early-stage detection, but leaves critical lifecycle phases
largely unaddressed. Some studies have begun to explore qual-
ity issues beyond the implementation phase. At the design level,
Shambaugh et al. (2016) (S40) proposed a configuration verifi-
cation tool for Puppet that reasons about the intended behavior
of scripts before deployment, while Weiss et al. (2017) (S56) in-
troduced Tortoise an interactive repair tool that combines static
analysis with runtime system call observation to fix configura-
tion errors. At the run-time level, Hassan et al. (2024) (S50)
investigated state reconciliation defects that manifest only dur-
ing execution, and Xu et al. (2024) (S5) conducted an empirical
study of Kubernetes operator bugs that surface in live cluster
environments. Sokolowski (2022) (S30) explored IaC for dy-
namic deployments, where infrastructure configurations must
adapt to runtime conditions. Together, these studies demon-
strate that lifecycle-aware IaC quality assurance is feasible, but
remains limited.

Future research should develop reactive, context-aware qual-
ity mechanisms capable of spanning the full IaC lifecycle, from
architectural design decisions through operational deployment
and runtime monitoring. This includes exploring how qual-
ity issues evolve across lifecycle phases, and how early design
choices propagate into operational failures.

Following this direction, practitioners can close the design-
time gap with lightweight architecture-review checks before
code is written, and the run-time gap with deployment-time
smoke tests or operator monitoring that compares declared state
against observed state. Both interventions can be added incre-
mentally to an existing pipeline making it more aware of the
TaC context.

Bnttps://docs.ansible.com/projects/lint/
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7.2. Advancing laC Support Approaches

While Section 7.1 focused on the quality issues aspect, this
section is about how they are detected, validated, and scoped.
Three directions follow from RQ2: stronger collaboration with
industrial partners to validate proposed approaches under real-
istic conditions (Section 7.2.1), broader coverage of dynamic
and hybrid analyses beyond the prevailing static focus (Section
7.2.2), and a shift from script-level to system-level scoping that
reflects the interdependent nature of real infrastructure projects
(Section 7.2.3). Each direction builds on a small set of pioneer-
ing studies already present in our corpus.

7.2.1. Strengthening Real-World Validation of IaC Support
Approaches

Our analysis of empirical validation practices (Section 5.2.1)
reveals only 14% of the tool-based studies involve industrial
or practitioner-engaged evaluation (Finding 6-b). This gap is
particularly motivating further collaboration between academic
researchers and industrial experts.

A small number of studies have demonstrated the value and
feasibility of practitioner-involved evaluation. Reis et al. (2023)
(S35) directly engaged practitioners to collect structured feed-
back on a security linter, using their responses to iteratively re-
fine the tool’s detection rules and reduce false positives. Hu
et al. (2023) (S14) reported an experience from practitioners at
AWS characterizing static analysis alerts for Terraform mani-
fests, providing rare insight into how academic tools perform
under industrial conditions. Sahoo et al. (2024) (S6) presented
Ansible Lightspeed, a code generation service developed and
deployed in an industrial context at IBM and Red Hat, repre-
senting one of the few examples of a fully industrially-validated
IaC quality support tool. Verdet et al. (2025) (S10) assessed the
actual adoption of security policies by developers across differ-
ent cloud providers, grounding their findings in observed prac-
titioner behavior rather than repository mining alone.

These studies illustrate that practitioner involvement is both
achievable and methodologically valuable. Future research
should strengthen collaboration with DevOps teams, validate
tools in production-like environments, and treat practitioner
feedback as an evaluation criterion. A particularly impactful
contribution would be datasets pairing IaC scripts with oper-
ational artifacts, like runtime logs, deployment histories, and
configuration drift records, enabling a new class of IaC QA re-
search capable of reasoning about quality issues not only in
scripts, but in the operational context in which they are exe-
cuted.

7.2.2. Extending Beyond Static Analysis

Finding 7 & 8 show that static, rule- and graph-based anal-
yse predominate the support approaches reviewed, while dy-
namic and hybrid approaches remain rare. Although static
analysis enables early detection without code execution, it is
fundamentally limited in its ability to capture runtime behav-
iors, environment-dependent failures, and performance-related
issues that only manifest during deployment.

A growing body of work has begun to explore dy-
namic and testing-based approaches for IaC quality assurance.



Sokolowski et al. (2024a) (S11) developed an automated test-
ing framework for IaC programs that generates and executes
test cases to verify infrastructure behavior. Spielmann et al.
(2023) (S26) proposed an extensible testing infrastructure that
supports the definition and execution of [aC-specific test suites.
Sokolowski and Salvaneschi (2023) (S59) explored founda-
tional principles for reliable IaC through a testing-oriented lens.
Cannavacciuolo and Mariani (2022b) (S48) introduced smoke
testing for cloud systems as a lightweight dynamic validation
strategy. Reis and Correia (2022) (S22) developed Dockerlive,
a live development environment for Dockerfiles that provides
immediate feedback during script editing by partially executing
the build process.

Despite these contributions, dynamic and testing-based ap-
proaches remain marginal (less than 10% of the considered cor-
pus) and are rarely combined with static techniques into hy-
brid pipelines. Future research should invest in IaC-specific
testing methodologies, infrastructure mocking and simulation
frameworks, fuzzing techniques adapted to declarative IaC se-
mantics, and runtime telemetry integration. Hybrid approaches
that combine the efficiency of static analysis with the behav-
ioral coverage of dynamic techniques represent a particularly
promising direction for comprehensive IaC quality assurance.

DevOps teams already perform dynamic validation, through
integration tests, canary deployments, and chaos engineering,
but typically outside the IaC quality discussion. Discovering
methods for connecting their outputs back to the originating IaC
scripts would strengthen the dynamic validation of IaC scripts.

7.2.3. From Script-Level to System-Level Analysis

Finding 10 shows that most of studies operate at the script
level, treating individual IaC files as isolated analysis units.
This granularity is insufficient for real-world infrastructure sys-
tems, where quality issues often arise from interactions across
scripts, modules, roles, and services rather than from defects
within a single file.

Several studies have begun to move beyond script-level
analysis. Ntentos et al. (2023) (S20) investigated coupling-
related architecture smells in microservice deployments de-
scribed through IaC, reasoning about inter-service dependen-
cies across multiple configuration files. Qiu et al. (2024) (S62)
developed an approach for unearthing semantic checks in cloud
IaC programs that reasons about cross-resource dependencies
and consistency constraints at the project level. Opdebeeck
et al. (2023a) (S53) analyzed the Docker Hub image inheritance
network, demonstrating how quality issues propagate across
image layers and organizational boundaries.

These contributions illustrate that system-level IaC analysis
is both necessary and tractable, but remains at an early stage.
Future approaches should broaden analysis granularity to cap-
ture inter-script dependencies, module interaction failures, and
project-wide configuration inconsistencies. By treating [aC as
an interconnected configuration ecosystem rather than a collec-
tion of isolated files, such approaches would enable more holis-
tic quality assessments and provide engineers with insights that
script-level tools are structurally unable to deliver.

23

Circular dependencies between Terraform modules, conflict-
ing Kubernetes resource selectors across namespaces, Docker
base-image drift across services are typical limitations of
single-file linters. Practitioners can begin to address this
by enforcing project-wide checks through dependency graphs
across modules, naming conventions, and resource quotas at the
project level. The cross-resource semantic checks of Qiu et al.
(2024) and the image-inheritance analyses of Opdebeeck et al.
(2023a) are first demonstrations of what is achievable today.

8. Threats to validity

To ensure the credibility of our findings, we discuss threats to
validity according to the four dimensions proposed by Wohlin
et al. (2012).

8.1. Construct validity

Construct validity refers to how accurately the study’s meth-
ods and measures capture the theoretical concepts they are
intended to represent Wohlin et al. (2012). In our review,
construct validity concerns whether the definitions of con-
cepts, such as Infrastructure as Code, quality issues, support
approaches, and their characteristics, actually represent their
meaning in the IaC domain. To mitigate this risk, we used
an iterative process, supported by multiple validation rounds,
where definitions were refined through comparison with exist-
ing taxonomies and IaC-specific terminology. Moreover, before
starting the classification of studies, we have explicitly men-
tioned the definitions of the different concepts we were using
for classifying the papers (e.g., the definitions of quality issues
and support approaches). These efforts were done to ensure a
common starting point between the authors, and to reduce the
bias that may be introduced due to subjective interpretation of
concepts.

8.2. Internal validity

Internal validity addresses whether observed patterns are
credible and not influenced by confounding factors Wohlin et al.
(2012), ensuring rigor in data collection. For this work, inter-
nal validity is primarily influenced by the inclusion/exclusion of
studies and consistency in data extraction. Selection bias was
mitigated through explicitly defined inclusion/exclusion crite-
ria applied consistently across all four digital libraries. For
data extraction, all authors collectively established and docu-
mented explicit definitions for every dimension prior to extrac-
tion, ensuring a shared interpretive baseline. A sample of 25
studies (20%) was independently double-coded, yielding Co-
hen’s kappa x = 0.9 (almost perfect agreement). The remain-
ing studies were extracted by the first author under the same
definitional framework, with ambiguous cases flagged and re-
solved collectively at weekly meetings. While single-author ex-
traction represents a residual threat, the combination of prior
definitional alignment, demonstrated inter-rater agreement, and
systematic collective resolution of uncertain cases provides rea-
sonable confidence in extraction consistency.



8.3. External validity

External validity concerns the extent to which the study’s
findings can be generalized beyond the analyzed sample Wohlin
et al. (2012). This may be threatened by the limited cover-
age of digital libraries and the uneven distribution of studies
across [aC technologies. Our technology-agnostic search query,
while designed to avoid tool-specific bias, may have missed
studies framing IaC quality under technology-specific terminol-
ogy, such as Dockerfile smells or Kubernetes manifest analysis.
This reflects a deliberate trade-off, a technology-specific query
would have risked overrepresenting certain ecosystems and un-
dermining the unified view of IaC quality we sought to syn-
thesize. However, through the three iterations of snowballing,
we tried to overcome this limitation by looking for studies that
were connected through deeper citation chains. Additionally,
the exclusion of grey literature may overlook relevant indus-
trial practices, and the underrepresentation of certain technolo-
gies (e.g., Chef, TOSCA, Helm) limits generalizability to the
broader IaC ecosystem. All together, while our synthesis of-
fers a representative view of current research, it should be inter-
preted as a reflection of the accessible academic literature rather
than the entire [aC ecosystem.

8.4. Conclusion validity

Conclusion validity examines the reliability and validity of
conclusions Wohlin et al. (2012). To mitigate this, and to give
transparency to our results, we have created a replication pack-
age tracing the different steps of our methodology. Neverthe-
less, as the SLR is based on the analysis of different studies
with varying quality, some conclusions, particularly those about
under-represented IaC platforms, or used techniques, should be
viewed as indicative rather than definitive.

9. Conclusion

This study provides a synthesis of the current state of IaC
quality assurance, through an SLR analyzing both quality issues
and support approaches. Our taxonomy presented as a feature
model highlights the fragmented nature of existing efforts, dom-
inated by technology-specific, implementation-time analyses,
and emphasizes the need for more technology-independent, and
context-aware investigations. From a methodological perspec-
tive, current research remains largely static and tool-based, with
limited validation in industrial contexts. This gap underscores
the necessity for stronger collaboration between academia and
practice to develop solutions that are not only technically sound
but also operationally relevant. Future work should consider
addressing under-studied quality aspects (e.g., performance is-
sues), and a paradigm shift from tool-specific, static analysis
toward more adaptive, context-aware, and cross-layer IaC qual-
ity frameworks.
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Table .9: List of studies included in the Systematic Literature Review

ID | Title Year | Reference

S1 | A Comparative Study on the Security of Kubernetes De- | 2024 | Kamieniarz and Mazurczyk (2024)
ployments

S2 | A Framework for Measuring the Quality of | 2025 | Konala et al. (2025a)
Infrastructure-as-Code Scripts

S3 | A Pilot Study of Testing Infrastructure as Code for Cloud | 2023 | Suwanachote et al. (2023)
Systems

S4 | An empirical study of task infections in Ansible scripts 2023 | Rahman et al. (2023a)

S5 | An Empirical Study on Kubernetes Operator Bugs 2024 | Xuetal. (2024)

S6 | Ansible Lightspeed: A Code Generation Service for IT | 2024 | Sahoo et al. (2024)
Automation

S7 | AnsibleMetrics: A Python library for measuring | 2020 | Dalla Palma et al. (2020b)
Infrastructure-as-Code blueprints in Ansible

S8 | As Code Testing: Characterizing Test Quality in Open | 2022 | Hassan and Rahman (2022)
Source Ansible Development

S9 | Assessing and Improving the Quality of Docker Artifacts | 2022 | Rosa et al. (2022)

S10 | Assessing the adoption of security policies by developers | 2025 | Verdet et al. (2025)
in terraform across different cloud providers

S11 | Automated Infrastructure as Code Program Testing 2024 | Sokolowski et al. (2024a)

S12 | Automatically Generating Dockerfiles via Deep Learn- | 2023 | Rosa et al. (2023)
ing: Challenges and Promises

S13 | Characterizing Co-located Insecure Coding Patterns in | 2020 | Bhuiyan and Rahman (2020)
Infrastructure as Code Scripts

S14 | Characterizing Static Analysis Alerts for Terraform Man- | 2023 | Hu et al. (2023)
ifests: An Experience Report

S15 | Co-evolution of Infrastructure and Source Code - An Em- | 2015 | Jiang and Adams (2015)
pirical Study

S16 | Code Smells in Infrastructure as Code 2018 | Schwarz et al. (2018)

S17 | Control and Data Flow in Security Smell Detection for | 2023 | Opdebeeck et al. (2023b)
Infrastructure as Code: Is It Worth the Effort?

S18 | DeeplaC: deep learning-based linguistic anti-pattern de- | 2020 | Borovits et al. (2020)
tection in [aC

S19 | Detecting and Characterizing Propagation of Security | 2023 | Rahman and Parnin (2023)
Weaknesses in Puppet-Based Infrastructure Management

S20 | Detecting and Resolving Coupling-Related Infrastructure | 2023 | Ntentos et al. (2023)
as Code Based Architecture Smells in Microservice De-
ployments

S21 | Defuse: A Data Annotator and Model Builder for Soft- | 2022 | Dalla Palma et al. (2022b)
ware Defect Prediction

S22 | Dockerlive: A live development environment for Dock- | 2022 | Reis and Correia (2022)
erfiles

S23 | Does Your Configuration Code Smell? 2016 | Sharma et al. (2016)

S24 | Empirical Study of the Docker Smells Impact on the Im- | 2024 | Durieux (2024)
age Size

S25 | Exploring LLM-Based Automated Repairing of Ansible | 2023 | Kwon et al. (2023)
Script in Edge-Cloud Infrastructures

S26 | Extensible Testing for Infrastructure as Code 2023 | Spielmann et al. (2023)

S27 | Fine-Grained Just-In-Time Defect Prediction at the Block | 2024 | Begoug et al. (2024b)
Level in Infrastructure-as-Code (IaC)

S28 | Gang of Eight: A Defect Taxonomy for Infrastructure as | 2020 | Rahman et al. (2020a)
Code Scripts

S29 | How good is your puppet? An empirically defined and | 2018 | van der Bent et al. (2018)
validated quality model for puppet

S30 | Infrastructure as code for dynamic deployments 2022 | Sokolowski (2022)
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ID | Title Year | Ref

S31 | InfraFix: Technology-Agnostic Repair of Infrastructure | 2025 | Saavedra et al. (2025)
as Code

S32 | K8s Pro Sentinel: Extend Secret Security in Kubernetes | 2024 | Gunathilake and Ekanayake (2024)
Cluster

S33 | KubeHound: Detecting Microservices’ Security Smells | 2023 | Dell’Immagine et al. (2023)
in Kubernetes Deployments

S34 | Lessons from Research to Practice on Writing Better | 2022 | Rahman and Sharma (2022)
Quality Puppet Scripts

S35 | Leveraging Practitioners’ Feedback to Improve a Secu- | 2023 | Reis et al. (2023)
rity Linter

S36 | LLM Agentic Workflow for Automated Vulnerability De- | 2025 | Toprani and Madisetti (2025)
tection and Remediation in Infrastructure-as-Code

S37 | On the Prevalence, Co-occurrence, and Impact of | 2024 | Bessghaier et al. (2024)
Infrastructure-as-Code Smells

S38 | Patterns of multi-container composition for service or- | 2024 | Eng et al. (2024)
chestration with Docker Compose

S39 | Polyglot Code Smell Detection for Infrastructure as Code | 2023 | Saavedra et al. (2023)
with GLITCH

S40 | Rehearsal: a configuration verification tool for puppet 2016 | Shambaugh et al. (2016)

S41 | Repairing Infrastructure-as-Code using Large Language | 2024 | Low et al. (2024)
Models

S42 | Securing Infrastructure as Code (IaC) through DevSec- | 2023 | Zeini et al. (2023)
Ops: A Comprehensive Risk Management Framework

S43 | Security in DevSecOps: Applying Tools and Machine | 2023 | Cankar et al. (2023)
Learning to Verification and Monitoring Steps

S44 | Security Misconfigurations in Open Source Kubernetes | 2023 | Rahman et al. (2023b)
Manifests: An Empirical Study

S45 | Security Smells in Ansible and Chef Scripts: A Replica- | 2021 | Rahman et al. (2021b)
tion Study

S46 | Smells-sus: Sustainability Smells in TaC 2025 | Kosbar and Hamdaqa (2025)

S47 | Smelly variables in ansible infrastructure code: detection, | 2022 | Opdebeeck et al. (2022)
prevalence, and lifetime

S48 | Smoke Testing of Cloud Systems 2022 | Cannavacciuolo and Mariani (2022b)

S49 | Source code properties of defective infrastructure as code | 2019 | Rahman and Williams (2019)
scripts

S50 | State Reconciliation Defects in Infrastructure as Code 2024 | Hassan et al. (2024)

S51 | Statically Inferring Usage Bounds for Infrastructure as | 2025 | Qiao et al. (2025)
Code

S52 | TerraMetrics: An Open Source Tool for Infrastructure- | 2024 | Begoug et al. (2024a)
as-Code (IaC) Quality Metrics in Terraform

S53 | The Docker Hub Image Inheritance Network: Construc- | 2023 | Opdebeeck et al. (2023a)
tion and Empirical Insights

S54 | The Seven Sins: Security Smells in Infrastructure as | 2019 | Rahman et al. (2019b)
Code Scripts

S55 | "Through the looking-glass ..." An empirical study on | 2024 | Dalla Palma et al. (2024)
blob infrastructure blueprints in the Topology and Or-
chestration Specification for Cloud Applications

S56 | Tortoise: Interactive system configuration repair 2017 | Weiss et al. (2017)

S57 | Toward a catalog of software quality metrics for infras- | 2020 | Dalla Palma et al. (2020a)
tructure code

S58 | Towards a Taxonomy of Infrastructure as Code Miscon- | 2024 | Nasiri et al. (2024)
figurations: An Ansible Study

S59 | Towards Reliable Infrastructure as Code 2023 | Sokolowski and Salvaneschi (2023)

26



ID | Title Year | Ref

S60 | Towards Sustainable Cloud Deployments: A Cost | 2025 | Bolhuis et al. (2025)
(Anti)Patterns Catalog for Terraform and Cloudformation

S61 | Towards the self-healing of Infrastructure as Code | 2024 | Diaz-De-Arcaya et al. (2024)
projects using constrained LLM technologies

S62 | Unearthing Semantic Checks for Cloud Infrastructure-as- | 2024 | Qiu et al. (2024)
Code Programs

S63 | Uncovering Threats in Container Systems: A Study on | 2024 | Choi et al. (2024)
Misconfigured Container Components in the Wild

S64 | Within-Project Defect Prediction of Infrastructure-as- | 2022 | Dalla Palma et al. (2022a)
Code Using Product and Process Metrics

S65 | An empirical analysis of the docker container ecosystem | 2017 | Cito et al. (2017)
on github

S66 | Dockercleaner: Automatic repair of security smells in | 2023 | Bui et al. (2023)
dockerfiles

S67 | It Works (only) on My Machine: A Study on Repro- | 2025 | Sobhani et al. (2025)
ducibility Smells in Ansible Scripts

S68 | Singling the odd ones out: a novelty detection approach | 2020 | Dalla Palma et al. (2020)
to find defects in infrastructure-as-code

S69 | Automatically detecting risky scripts in infrastructure | 2020 | Dai et al. (2020)
code

S70 | Shhh!: 12 practices for secret management in infrastruc- | 2021 | Rahman et al. (2021a)
ture as code

S71 | A Catalog of Cost Patterns and Antipatterns for Infras- | 2024 | Bolhuis et al. (2024)
tructure as Code

S72 | An Approach to Identifying Error Patterns for Infrastruc- | 2018 | Chen et al. (2018)
ture as Code

S73 | Analyzing and mitigating (with LLMs) the security mis- | 2025 | Minna et al. (2025)
configurations of Helm charts from Artifact Hub

S74 | Analyzing infrastructure as code to prevent intra-update | 2021 | Lepiller et al. (2021)
sniping vulnerabilities

S75 | Asserting reliable convergence for configuration manage- | 2016 | Hanappi et al. (2016)
ment scripts

S76 | Assessing Architecture Conformance to Security-Related | 2022 | Ntentos et al. (2022a)
Practices in Infrastructure as Code Based Deployments

S77 | Assessing architecture conformance to coupling-related | 2022 | Ntentos et al. (2022b)
infrastructure-as-code best practices: Metrics and case
studies

S78 | Automated Bug Discovery in Cloud Infrastructure-as- | 2025 | Xiang et al. (2025)
Code Updates with LLM Agents

S79 | Characterizing Defective Configuration Scripts Used for | 2018 | Rahman and Williams (2018)
Continuous Deployment

S80 | Code Smell-Guided Prompting for LLM-Based Defect | 2024 | Hong et al. (2024a)
Prediction in Ansible Scripts

S81 | Compliance Management of IaC-Based Cloud Deploy- | 2024 | Falazi et al. (2024)
ments During Runtime

S82 | Container security: precaution levels, mitigation strate- | 2023 | VS et al. (2023)
gies, and research perspectives

S83 | Different Kind of Smells: Security Smells in Infrastruc- | 2021 | Rahman and Williams (2021)
ture as Code Scripts

S84 | Does Infrastructure as Code Adhere to Semantic Version- | 2020 | Opdebeeck et al. (2020)
ing? An Analysis of Ansible Role Evolution

S85 | DRIVE: Dockerfile Rule Mining and Violation Detection | 2023 | Zhou et al. (2023)

S86 | DRMiner: A Tool For Identifying And Analyzing Refac- | 2024 | Ksontini et al. (2024)
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