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Abstract
Nowadays, Infrastructure-as-Code (IaC) is widely used to manage
large distributed software systems through scripts. However, script
errors could lead to cascading failures rendering systems and appli-
cations unavailable. For this reason, the reliability and code quality
of IaC systems have been extensively studied, highlighting different
types of smells across tools. Ansible, a prominent configuration
management tool in the IaC ecosystem, is known for its unexpected
semantics and its unintuitive variable scope management, which
can result in misconfigurations. We introduce Scopeannon, a work
in progress static analyzer for Ansible that aims to help practitioners
better understand and handle this peculiar scope management.
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1 Introduction
In recent decades, Infrastructure-as-Code (IaC) has been widely
adopted to manage large distributed systems. This success stems
from simpler andmore scalable automation of system configuration,
deployment, and orchestration. through their languages, IaC tools
bring many good practices from software development such as
composition, reusability, or parametrization. Moreover, coding in-
frastructures instead of manually acting on machines and resources
enables testing, verification, versioning, etc. Nowadays, IaC scripts
are used to adapt infrastructures in case of faults, performance
degradation, security issues, or updates. Managing these infrastruc-
tures requires robust and reliable scripts to avoid cascading failures
that could render systems or applications unavailable. However,
even if the use of IaC helps to prevent potential errors that could
be made with the historic command line, it also brings its own
complexity and risks. Although they manage critical infrastruc-
ture, IaC tools are based on non-formally specified configuration
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languages. This has led to unexpected semantics and behaviors
and, consequently, to bad practices [1, 5]. Those bad practices can
either be common to all IaC tools [6–8] through shared patterns
and concepts, or specific to a tool’s semantics [5]. Recently, the
literature has highlighted those peculiar behaviors and ambiguities
of IaC through code quality studies [5, 8–10].

Ansible, an open-source and Python-based configuration man-
agement tool, is mainly adopted and appreciated for its simplicity.
Ansible follows an agentless, push-based model, requiring only
a control machine able to interpret YAML playbooks to manage
a whole infrastructure. However, Ansible is also known for its
unintuitive semantics, scope management, and code smells [2, 5].
Unlike most programming languages, when a variable has multiple
definitions, Ansible does not always prioritize the most local one.
Ansible’s variable scoping can lead to unexpected behavior, particu-
larly when variables remain accessible outside their local structure,
when multiple scopes have the same precedence, or when globally
defined expressions are evaluated differently across tasks due to
precedence rules.

This paper makes two contributions. First, it characterizes how
Ansible’s variable resolution combines precedence, dynamic avail-
ability, role ordering, and lazy evaluation in ways that violate ordi-
nary lexical-scoping intuitions. Second, it introduces the work in
progress Scopeannon, a static analyzer that makes this resolution
explicit for a supported subset of playbooks, helping practition-
ers identify unexpected scope selection and unintended variable
overrides.

The rest of the paper is organized as follows. Section 2 reviews
related work on Infrastructure-as-Code analysis and code quality.
Section 3 introduces Ansible’s language and details its scope man-
agement. Section 4 presents Scopeannon and its analysis methodol-
ogy. Finally, Section 5 discusses future work.

2 Related Work
The analysis of typical behavior of IaC tools requires a deeper un-
derstanding of their semantics. Few studies focus on this aspect
by proposing formalizations of IaC tools. For instance, Fu et al. [3]
provide an operational semantics for a subset of Puppet (𝜇Puppet),
whichwas subsequently implemented, revise and extended inWhy3
by Loulergue et al. [4]. Similarly, Anderson et al. [1] work on the
core of SmartFrog, an open-source configuration tool. They demon-
strate how formal methods can improve the understanding of IaC
tools by highlighting defects or ambiguities. Such foundations may
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be the basis upon which to build semantic analysis in the future
that could widely improve the reliability of IaC.

However, nowadays, most of the literature focuses on the de-
tection of smells in IaC code through static analysis tools, similar
to our proposal. For example, Rahman et al. [7] propose SLAC, a
polyglot rule-based analysis of security smells in Ansible and Chef.
Similarly, Saavedra et al. [8] proposed GLITCH for Puppet, Ansible,
and Chef programs. More recently, De Vito et al. [11] also produced
a polyglot tool with an LLM-based approach, based on the same
smells detected by the two previously presented tools. Those studies
show that some smells can be detected using several technologies.
However, they do not consider variable management smells.

Dedicated static analysis tools have also been produced. Sobhani
et al. [10] tackle the problem of reproducibility smells in Ansible,
i.e., the possible reasons for the inconsistency of a script execution
across different infrastructures. They identified five main smells
and introduced REDUSE, a static analysis tool with a rule-based
approach. Opdebeeck et al. [5] highlight Ansible’s lazy evaluation
and give a first look at its unusual variable scoping. From these
observations, they identified three main smells that could be a
threat to a good configuration and demonstrated that some smells
require a deeper understanding of the studied tool. These smells
mainly arise from the risk of producing a new value each time an
expression is evaluated. This can be caused by excessively high
precedence or impure expressions (e.g. random). To highlight the
dynamics of the evaluation of an Ansible variable, they propose a
Program Dependence Graph (PDG) based analysis, representing
both the control flow and the data flow of a role. However, this
study does not cover some aspects of Ansible’s scope management,
such as variables accessible outside their local structure, priority
between two scopes with the same precedence, or globally defined
expressions propagated to each instruction and evaluated locally.

3 Ansible
Ansible is an infrastructure automation tool for system deployment
and configuration. Its YAML-based playbooks specify the desired
state of managed hosts as sequences of plays composed of tasks.
Playbooks are executed from a control node, which connects via
SSH to hosts declared in an inventory. Hosts in the inventory can
be grouped to apply common configurations to sets of machines
sharing the same goal (e.g., database).

An example of a playbook for installing PostgreSQL and Docker
is given in Listing 1. This playbook is used as an example for the
rest of the section. Each play of a playbook is processed itera-
tively. A play can define its variables with values and expressions
(e.g., Line 3), whose scope is denoted as PlayScope. In addition, a
play may invoke a set of roles (Line 9). A role can be regarded as a
parameterized function with a set of tasks. The role’s implementa-
tion is organized across several files stored in a dedicated directory.
Listing 2 gives an excerpt of the typical directory structure of a role.
The main.yml file in the tasks folder is the set of tasks executed
during the role call, while files in the defaults and vars directo-
ries contain predefined variables of the role with different scopes,
respectively RoleDefaultScope and RoleVarsScope. This separation
promotes code reuse and facilitates the sharing of roles through

Listing 1: Example of a playbook that performs the installa-
tion of PostgreSQL and Docker

1 - name : Install dependencies on all
2 hosts: all
3 vars:
4 version: 2.3
5 database: "EXAMPLE_DB"
6 dependencies :
7 - python3 -pip
8 - virtualenv
9 roles:
10 - name: postgre -installer
11 database_name: "{{ database + version }}"
12 vars:
13 user: "EXAMPLE_USER"
14 tasks:
15 - name: Install dependencies
16 ansible.builtin.apt:
17 pkg: "{{ item }}"
18 state: present
19 loop: "{{ dependencies }}" #dependecies: PlayScope
20 - block:
21 - name: Check Docker requirement
22 ansible.builtin.stat :
23 path: /code/bin/setup -docker
24 register: script
25 - name: Installation with the script
26 ansible.builtin.command:
27 cmd: /code/bin/setup -docker -t
28 creates: /usr/bin/docker
29 when: script.stat.exists #script: FactScope
30 when: version < 3 #version: PlayScope

Listing 2: Excerpt of the typical directory structure of a role
.
⊢ defaults

⌞ main.yml
⊢ tasks

⌞ main.yml
⌞ vars

⌞ main.yml

public platforms such as Ansible Galaxy.1 A play invoking roles
can override the values of these variables in two ways. For example,
Line 11 in Listing 1 declares a new value for the database_name
variable. In this case, Ansible treats this as a third type of role vari-
able: a role params variable, within the scope RoleParamsScope. It
is also possible to declare variables and values with the keyword
vars as presented on Line 12. Those variables are considered role
vars in the scope RoleVarsRedefScope.

Tasks are the main and smallest executable components of a play-
book. They can be encapsulated within a role or defined directly in a
play. Variables defined in tasks are contained in the TaskScope. Tasks
invokemodules, which specify the actions to perform. Modules pro-
vide different levels of abstraction. Some encapsulate high-level
operations, such as managing a database, thereby hiding the un-
derlying commands. Others expose low-level operations, such as
executing a shell command, as exemplified by Lines 25-29 in List-
ing 1. Moreover, their execution can be affected by attributes such
as conditions and loops (Lines 15-19). During the execution of a
loop, if no specific name is given for the loop variable, Ansible
defines a new variable item, in a scope referred to as LoopScope in
our analysis. Tasks can be grouped into blocks using the keyword
block, as shown on Lines 20-30 of Listing 1. A block can also define
1https://galaxy.ansible.com/ui/

https://galaxy.ansible.com/ui/
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its own variable, in the scope BlockScope. The result of a task can be
registered in a global scope referred to as FactScope using register.
Finally, roles, blocks, and tasks can be guarded by a boolean condi-
tion using the attribute when. However, the condition expression
is lazy-evaluated for each task it contains, thus making it highly
sensitive to potential changes.

According to Ansible’s documentation2, variables can be defined
in twenty-one locations, ordered by precedence. In this work, we
model a subset of these definition contexts as scopes. This subset is
composed of the previously presented scopes, defined in structures
such as plays, roles, tasks, and blocks, and of the global variables
dynamically defined during the execution of the playbook (e.g., reg-
istered vars). A natural intuition of scope management is that the
more local a variable is, the higher its precedence, meaning that it
overrides previous definitions within the corresponding local scope.
Furthermore, such local definitions should remain restricted to that
scope and should not be visible outside their associated structure,
meaning that they could be temporary overrides. However, in An-
sible, those intuitions are not always true. Figure 1 depicts the gap
between the natural intuition of scope management and Ansible’s
actual scope precedence.

FactScope

PlayScope

RoleDefaultScope

RoleVarsScope

RoleVarsRedefScope

RoleParamsScope

BlockScope

TaskScope

LoopScope

Natural intuition

RoleDefaultScope

PlayScope

RoleVarsScope

RoleVarsRedefScope

BlockScope

TaskScope

FactScope

RoleParamsScope

LoopScope

Ansible Scope Precedence

Figure 1: On the left, the expected natural order; on the right,
Ansible’s actual scope precedence.

The left-hand side of Figure 1 presents the natural intuition
of precedence order described earlier. The right-hand side of the
figure represents Ansible’s actual precedence model. The lookup
of a variable goes through those scopes from bottom to top ac-
cording to the evaluation context. As represented in this figure,
FactScope, which is accessible during the whole playbook evalua-
tion and is therefore the most global scope, can easily override most
local scopes. However, this specific priority order is not the only
rule that could be confusing for practitioners. Variables defined
in TaskScope, BlockScope, and PlayScope are only accessible dur-
ing the execution of their respective structures. RoleVarsScope and
RoleDefaultScope contain variables that are not exclusive to their
respective roles but are accessible throughout the play in which
the roles are invoked. Thus, they override same-named variables
defined in PlayScope because of their higher priority. This case is
demonstrated by Figure 2, in which the variable x of the play is
never looked up. Furthermore, invoking multiple roles can heavily
2Ansible Community Documentation for Ansible 14.2.0, accessed August 6, 2026.

complicate variable evaluation. Figure 2 illustrates the lookup of
variables according to the moment of their evaluation. The repre-
sentation shows an example of a play that successively calls two
roles, first role A, then role B. The execution workflow of Ansible
(i.e., action order) is depicted by numbers.

x

y
x: “rolea”

x: “roleb”

y: “roleb”

x

y

Role BRole A

Playx: “play”

x

y

1

2
3

4

5

6

7

8

9

10

Variable definition Variable consultation

Value consulted Structure of execution

Figure 2: Representation of variable consultation according
to the evaluation context. The example is a play that calls two
roles, with x and y consulted at different points. Numbers
indicate the order of variable definitions and consultations.

The first step, represented by green numbers in Figure 2, is the
initialization of variables of the play and all its roles. If a variable is
defined in two different roles, the priority depends on where the
evaluation takes place. This second step of evaluation is depicted
by orange numbers in Figure 2. If the evaluation occurs within a
task in the play, the definition from the last role listed by the play
takes precedence. This case is represented by the numbers 9 and 10
in Figure 2. However, if the evaluation occurs within a role, priority
is given to its local definition. For example, in Figure 2, lookup 5
shows that role A adopts its own definition of x, as does role B
in lookup 7. Despite this redefined variable, the role also has access
to variables from other roles. For example, consultation 6 adopts the
value defined by role B for y because role A provides no definition
for it. Moreover, the two other types of role variables could also
complicate expression evaluation. In addition to having higher
priority than RoleVarsScope and RoleDefaultScope, RoleParamsScope
and RoleVarsRedefScope are not accessible throughout the play and
are only active during the execution of their role.

4 Scopeannon
Scopeannon is an OCaml-based static analyzer that reports the
scopes consulted when evaluating Ansible playbook expressions. It
produces an augmented playbook where each analyzed expression
is replaced by a ScopeAnalysis, containing the original expression
and a mapping of variable names to the scopes consulted during
lookup. Developers can use this information to detect unexpected
scope selection or unintended variable overrides. To simplify tra-
versal, the “name” attribute of a role call (e.g., Line 10 in Listing 1)
is replaced by the corresponding role abstraction. Scopeannon ab-
stracts expressions as constants, lists of variable names, or lists of
subexpressions.

Algorithm 1 depicts Scopeannon’s analysis. It traverses the play-
book in Ansible’s execution order and progressively records vari-
able definitions and scopes in a store. The store contains two lists:
definitions in FactScope, which remain active throughout the play-
book, and the currently active scopes with their definitions.
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Algorithm 1 Scopeannon
Input: playbook : (Expression Play) list
Output: (Scopeannon Play) list
1: store← EmptyStore
2: anlPlaybook← ∅
3: for all play ∈ playbook.plays do
4: {Registration of play and role variables in order}
5: playstore← 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟𝑉𝑎𝑟𝑠 PlayScope play.vars store
6: playstore← 𝑅𝑒𝑔𝑖𝑠𝑡𝑟𝑎𝑡𝑖𝑜𝑛𝐴𝑙𝑙𝑅𝑜𝑙𝑒𝑠𝑉𝑎𝑟𝑠𝐷𝑒𝑓 𝑎𝑢𝑙𝑡 play.roles play-

store
7: {Analyze roles & tasks. Returned store may contain new global vars.}
8: anlRoles, playstore← 𝑆𝑐𝑜𝑝𝑖𝑛𝑔𝑅𝑜𝑙𝑒𝑠 play.roles playstore
9: anlTasks, playstore← 𝑆𝑐𝑜𝑝𝑖𝑛𝑔𝑇𝑎𝑠𝑘𝑠 play.tasks playstore
10: {Registration of the analysis in an augmented play}
11: anlPlay← 𝑈𝑝𝑑𝑎𝑡𝑒𝑃𝑙𝑎𝑦 play anlRoles anlTasks
12: anlPlaybook← anlPlaybook + anlPlay
13: {Update of the store with potential new global vars for the next play}
14: store← 𝐺𝑒𝑡𝑂𝑢𝑡𝑆𝑡𝑜𝑟𝑒 store playstore
15: end for
16: return anlPlaybook

The order of the active scopes is significant because it resolves
conflicts between scopes with equal precedence: the most recently
registered scope has priority. Moreover, when Scopeannon enters a
structure, it adds the scopes initialized by that structure to the store.
When the analysis of the structure is over, it restores the previous
store while retaining any newly introduced FactScope definitions.
This action is performed by GetOutStore, as shown on Line 14
and at the end of each structure analysis. Scopeannon processes
each play iteratively. It first registers play variables, followed by
the default and variable definitions of called roles (Line 5), then
analyzes roles in calling order (Line 8). For each role, it registers
RoleParamsScope and RoleVarsRedefScope, then re-registers Role-
VarsScope and RoleDefaultScope so the role’s own definitions take
priority during execution. When a role has a “when” expression,
Scopeannon propagates it to its tasks and merges it with existing
conditions when needed. Blocks are handled similarly.

Role tasks are then analyzed like tasks declared directly in the
play (Line 9). The ScopingTasks function processes tasks itera-
tively, determining whether each uses a module or contains a block,
and initializing the applicable BlockScope, TaskScope, and Loop-
Scope. Blocks are analyzed recursively. For each task, Scopeannon
considers expressions in the loop and when attributes. Using Ansi-
ble’s precedence rules and the ordered scopes in the store, it maps
variable names to the scopes that may be consulted during evalua-
tion. The expression is then replaced by the resulting ScopeAnaly-
sis. If the task registers its result, the corresponding definition is
added only after the task has been analyzed, reflecting that the vari-
able becomes available after the task executes. Both ScopingRoles
and ScopingTasks return the list of analyzed structures and the
updated store with dynamically registered global variables. Once
converted to YAML, Scopeannon’s augmented playbook exposes
relevant lookup information through comments, as illustrated in
Listing 1, allowing developers to inspect the analysis.

5 Future Work
Due to precedence, variables accessible outside their structures,
and lazy evaluation, Ansible’s scope management is intricate and
error-prone. Moreover, some scopes are not explicitly described in
Ansible’s documentation. Scopeannon provides a static analysis to
help practitioners understand Ansible’s variable management and
identify potential misuse of definitions. This work in progress still
requires evaluation to assess its accuracy. The tool will be validated
on playbooks ranging from synthetic test cases to widely used
ones. However, this first version of Scopeannon remains limited. It
considers only a subset of Ansible’s scopes and does not account for
modules. Expressions in module arguments are not analyzed, and
some module actions can strongly affect variable-definition scopes,
potentially leading to incorrect analyses. Addressing these aspects
could improve Scopeannon’s accuracy.
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